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EU	 European Union
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GTR	 Grand Technology Resources
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ID	 Identity

IDEAS	 World Bank’s Identification for 	
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Introduction to 
Digital ID
In the 21st century, there has been a massive shift 

in priority away from traditional Civil Registration 

and Vital Statistics (CRVS) systems towards digital 

identity (digital ID) systems for many development 

actors.1 The World Bank’s Identification for 

Development (ID4D) Initiative, established in 

2014, was a crucial catalyst to “help countries 

realize the transformational potential of digital 

Identification systems to achieve the Sustainable 

Development Goals [SDGs]”.2 The United 

Nations and other development actors have also 

characterized digital ID as having ‘transformative’ 

potential to increase the convenience and 

efficiency of public and private services, and to 

achieve SDG 16.9, to “provide Legal identity for 

all, including birth registration” by 2030.3 Digital 

ID systems are a foundational part of digital public 

infrastructure (DPI), which is a structure that 

enables governments to deliver services digitally 

to the public.4 As governments establish DPI to 

deliver services through a streamlined, digital 

platform, creating digital ID systems allow them 

to verify the public’s identities to securely deliver 

such services.5 Through ID4D, the World Bank 

has played a major role in many countries’ DPI 

development, including digital ID system design 

and implementation, largely through assistance 

with “analytics, assessments, and funding”.6 

Between 2015 and 2020, the World Bank’s 

Initiatives provided over 60 countries support in 

establishing digital ID systems.7 

While digital ID systems, as an integral part of DPI, 

have the potential to streamline public and private 

services and increase efficiency of government 

service delivery, without principles of human 

rights built into its design, they can also amplify the 

exclusion, discrimination and inequality that exists 

in traditional CRVS systems.8  In a 2020 UNHCR 

analysis on emerging digital technologies and the 

right to privacy, a key finding was “that emerging 

digital technologies exacerbate and compound 

existing inequities, many of which exist along 

racial, ethnic and National origin grounds”.9 The 

analysis notes that “without stringent protections, 

digital Identification systems for public services 

disproportionately exclude racial and ethnic 

minorities, especially those whose citizenship 

status is insecure”.10 Lack of transparency of 

how digital ID systems are designed and who 

is consulted in the process makes it difficult for 

civil society to monitor for potential exclusion or 

discrimination, putting the onus for regulating 

the systems on governments.11 Further, digital ID 

systems store user data, often including biometrics 

such as photos and fingerprints which are highly 

sensitive and have the potential to put people 

at risk if that data is leaked or used for purposes 

beyond identity verification.12 In many countries’ 

regulatory frameworks for digital ID systems, data 

collected for such systems is set to be used for 

specified purposes beyond identity verification, 

such as National security, which could lead to 

surveillance of immigrant populations, refugees, 

and stateless people.13 One of the 10 Principles of 

the ID4D Initiative is to “ensure universal access 

for individuals, free from discrimination”, yet 

many states’ require citizenship in order to access 

a digital ID, excluding stateless people.14 

Nationality for All (NFA), through its Third Edition 

has expanded the Statelessness Encyclopedia 

Asia Pacific (SEAP) in an effort to begin filling the 

gap in available information on how digital ID 

systems are designed in the Asia Pacific region, 

particularly how they impact stateless people. The 

application of digital ID systems typically focuses 

on citizens, which has also been the case in Asia 

Pacific, which often results in citizenship centric 

digital ID systems. This reinforces the systematic 

exclusion that often prevents stateless people from 

accessing essential services including healthcare, 

Education, a bank account, and employment. 

Digital ID discourse is also often highly technical 
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and inaccessible. As digital ID systems develop 

rapidly across the region, critical analysis of 

the impact of these systems on marginalized 

groups has been slow to catch up. Uncertainty 

surrounding the design of these systems, the 

lack of Legal and policy frameworks set in place 

prior to developing them, and the lack of public 

knowledge of the implications of such systems are 

serious concerns. 

Beyond knowledge production, combatting 

the lack of transparency in digital ID systems’ 

design and implementation requires shared 

principles, positions, and standards for what 

characteristics they should ideally have. The 

General Data Protection Regulation (GDPR), 

a law of the European Union, is the standard 

Legal framework for how to ensure protection 

of personal data in digital ID systems.15 While 

the GDPR’s compliance guidelines are widely 

followed, it is difficult to monitor government 

compliance with respect to digital ID systems due 

to the lack of transparency of their characteristics 

and the lack of comprehensive Legal and policy 

frameworks behind them.16 Another framework is 

UNDP’s Digital Legal ID Governance Framework 

for governments and civil society actors, which 

provides recommendations for rights based, 

inclusive digital identity systems.17 The Human 

Rights for Digital ID (HR4ID) Coalition, “a 

community of civil society organizations and 

researchers from across the globe advocating to 

diminish the negative impacts of digital identity 

on individuals and communities”, has also adopted 

a common position on mandatory digital ID 

systems.18 With a focus on systems that either 

have mandatory enrollment, or mandatory use 

(required to access essential services such as 

health care), the common position includes:

	� “Mandatory digital ID requirements 

negatively impact human rights/human life, 

particularly for those who are marginalized or 

vulnerable.”

	� “Public institutions should not require 

mandatory enrollment in a digital ID system.”

	� “Public institutions should not require 

mandatory use of elements of the digital ID 

system to access public services or privately 

provided public services.”

	� “In contexts where digital ID systems already 

exist or are in development, the State has an 

obligation to guarantee there are accessible, 

non-digital alternatives available for those 

who are unable to enroll or use the digital ID.”

	� NFA hopes that this research can contribute 

to as well as question these  common positions 

and shared principles on how to ensure 

nondiscrimination, equity and protection of 

human rights in digital ID systems. 

Methodology

The NFA Research team designed a standardized 

research framework to ensure consistency and 

comparability across all factsheets. We developed 

a uniform questionnaire in-house, outlining 

key thematic areas such as Legal Identity, Legal 

frameworks, policy implementation, population 

impact, and gaps in the protection of stateless 

and at-risk populations. This questionnaire 

guided the structure and scope of all data 

collection. Although not uniform, some elements 

of primary research have been incorporated 

based on the contributions to the NFA team by 

stakeholders. We also undertook an extensive 

review of secondary sources, including domestic 

legislation, policy documents, official statistics, 

academic publications, and credible reports from 

international organizations. By comparing and 

cross-referencing multiple sources, we reduced 

reliance on any single dataset and increased the 

accuracy of findings. In our attempt to ensure 

credibility, we have attempted to provide a source 

for our claims and provide an analysis of our 

findings based on available evidence.

In addition to our own desk-based research, we 
collaborated with law firms, non-governmental 
organizations, and independent practitioners who 
contributed pro bono support. These experts shared 
primary inputs into laws, relevant case studies, 
provided legal interpretations, reviewed our drafts 
and provided inputs from their field experience. Their 
input helped us strengthen the depth and reliability of 
each factsheet. 

Structure

Each factsheet is divided into four sections:

A.	 Legal Identity

B.	 Overview

C.	 Laws

D.	 Designed to Include? The Impact of Digital 

ID and Legal Identity on Citizenship and 

Nationality Rights

Legal Identity

The primary focus on this section relates to 

assessing if a given country has a Legal identity and 

who it is accessible to. It also explores the question 

of whether it forms a foundational document to 

access Nationality. The definitions for proof of 

Legal identity and civil registration that are used 

throughout the third edition follow the Guide 

drafted under the World Bank’s Identification for 

Development (ID4D) Initiative19.

Overview

This section provides an overview of digital 

Identification (digital ID) systems in each country 

within the Asia Pacific, with a focus on their 

structure, scope, and implications. Our primary 

conceptual reference for referring to a digital ID 

system is drawn from the World Bank’s Glossary 

on Digital Identification. It further assesses 

whether each country’s digital ID is classified 

as foundational or functional, following the 

distinctions made in the World Bank’s ID4D 

Guide. Foundational IDs are “primarily created 

to manage identity information for the general 

population and p rovide credentials that serve 

as proof of identity for a wide variety of public 

and private sector transactions and services”20, 

while functional IDs are designed “to manage 

Identification, authentication, and authorization 

for a particular service or transaction, such as 

voting, tax administration, social programs and 

transfers, financial services, and more”21. The 

analysis also considers whether the use of digital 

ID is Legally or de facto mandatory or optional, 

whether it is available exclusively to citizens or 

also to non-citizens, and the range of services that 

are linked to it. Crucially, the section examines 

the availability of alternative pathways to access 

these services in cases where an individual does 

not hold or cannot obtain a digital ID. Beyond 

the ID systems themselves, the section explores 

the development of other forms of state-

sponsored digital public infrastructure (DPI) and 

evaluates whether access to these platforms 

requires a digital ID. These lines of inquiry are 

critical in understanding patterns of inclusion 

and exclusion. They provide the analytical 

groundwork for mapping the ways in which digital 

ID systems intersect with questions of citizenship 

and the equitable delivery of essential services.

In addition, the section examines procedural 

safeguards in the design and rollout of digital ID 

systems. It investigates whether governments 

engaged in public consultations, solicited expert 

input, or conducted impact assessments before 

implementation, or whether the systems emerged 

primarily through Public–Private Partnerships 

(PPPs) without significant public debate. This 

exploration helps to assess the extent to which the 

creation of digital ID systems reflects democratic 

processes and participatory Governance. 
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Understanding these procedural dimensions is 

essential for evaluating both the legitimacy of such 

systems and their potential social consequences.

Laws

This section examines the Legal safeguards that 

govern digital Identification (digital ID) systems, 

beginning with an assessment of the laws that 

apply to such systems in each country. This is a 

critical starting point, as many governments in the 

region have moved forward with implementing 

digital ID systems in the absence of a robust 

Legal framework. Without Legal safeguards, 

individuals’ most sensitive personal data is 

at risk. Digital ID systems typically collect 

highly private information, including biometric 

identifiers such as fingerprints and iris scans, as 

well as demographic details such as address, age, 

and gender.22 The absence of strong regulatory 

protections exposes this data to potential misuse, 

surveillance, and security breaches, as has been 

widely reported.23 Accordingly, this section not 

only reviews laws and policies directly governing 

digital IDs but also assesses the presence and 

the use of related legislation on data protection, 

privacy, surveillance, cybersecurity, and access to 

Legal remedies in cases of rights violations. 

The analysis further considers whether a 

country has drawn on another nation’s model in 

designing its own framework. It also examines 

how the country defines “digital ID” in its Legal 

and policy documents. This is significant because 

no universally agreed definition of digital ID 

exists, and countries interpret and apply the 

concept differently. Moreover, States in the Asia 

Pacific are at varying stages of development and 

implementation of their systems. The scope of 

application is another critical point, wherein 

most cases, the Legal definition specifies that 

digital IDs are accessible to citizens only, as 

observed in  Afghanistan24, Nepal25, Fiji26. Such a 

scope automatically excludes stateless persons 

and other non-citizens from obtaining a digital 

ID, creating structural barriers to their access to 

essential services.

In addition to domestic law, the section explores 

a country’s international obligations. While there 

are no binding international treaties specifically 

addressing digital ID systems, States in the 

region are party to a range of core human rights 

instruments. The analysis considers whether the 

design and implementation of digital ID systems are 

consistent with obligations under treaties such as 

the International Covenant on Civil and Political 

Rights (ICCPR), the International Covenant on 

Economic, Social and Cultural Rights (ICESCR), 

the Convention on the Rights of the Child (CRC), 

the Convention on the Elimination of All Forms 

of Discrimination Against Women (CEDAW), the 

Convention on the Elimination of All Forms of 

Racial Discrimination (CERD), the Convention on 

the Rights of Persons with Disabilities (CRPD), 

and the two Statelessness Conventions. The 

section evaluates whether digital ID and Legal 

identity systems risk enabling discrimination in 

providing Legal identity documents or access 

to digital ID, infringing the right to privacy, or 

denying individuals access to essential services, 

among others, which could amount to violations 

of these international commitments.

Designed to Include? Impact of 
Digital ID and Legal Identity on 
Citizenship and Nationality Rights

The final component of each country’s factsheet 

is an analytical section that synthesizes the 

findings from the preceding three sections to 

assess the implications of digital ID and Legal 

identity systems for stateless individuals, drawing 

together evidence on Legal frameworks, system 

design, and procedural safeguards. This section 

aims to identify patterns of exclusion that emerge 

directly or indirectly from the structure and 

requirements of digital ID systems. It examines 

how these systems may create or exacerbate 

barriers for stateless individuals in accessing 

essential services, exercising their rights, or 

participating fully in public life. Beyond identifying 

exclusionary outcomes, it also explores whether a 

digital ID system of a country reflects principles 

of inclusion, transparency, accountability, and 

human rights–based approaches27. 

Where available, the section incorporates 

relevant judicial precedents that address digital 

ID systems in each country, providing insight into 

how National courts have interpreted and applied 

laws relating to identity, privacy, and access to 

services. These cases can reveal whether the 

judiciary has acted as a check on government 

overreach, upheld individual rights, or reinforced 

exclusionary policies. The section also evaluates 

whether governments have introduced targeted 

measures to facilitate access to digital IDs for 

vulnerable and marginalised groups, including 

stateless persons, persons with disabilities, 

minorities, and older persons. Examples of 

such measures might include deploying mobile 

registration units to remote areas, waiving 

documentation requirements in certain cases, 

offering free Legal aid, or conducting outreach 

campaigns in multiple languages. This concluding 

analytical section aims to provide a holistic 

understanding of how digital ID systems intersect 

with the lived realities of stateless individuals and 

other at-risk populations.

Limitations

While our methodology maintained a high degree 

of consistency and credibility, it also faced certain 

constraints that shaped the scope and depth of our 

findings. We relied primarily on secondary data, 

which may not fully capture recent developments, 

unreported cases, or nuanced local realities. 

Future research on the subject should aim to 

incorporate primary fieldwork such that it leads 

to greater insight into the real on-the-ground 

impacts of digital ID systems, particularly on 

stateless individuals. The availability and quality of 

information varied considerably across countries. 

In some contexts, official statistics were outdated 

or inaccessible. Accessing laws and policies was 

particularly challenging in politically sensitive 

environments or where official documents were 

not available in English. In these cases, our reliance 

on official translations sometimes meant working 

with sources that reflected bias or omitted key 

details. Furthermore, many countries, particularly 

in the Pacific, were in the developmental stages 

of their digital ID systems28, which provided 

very limited room to understand its impact on 

stateless individuals. There were a few countries 

in the region which we could not find reviewers 

or collaborators for, resulting in not all country-

specific data being verified directly by in-country 

stakeholders. The project also experienced 

temporary delays due to uncertainty arising 

from potential foreign aid cuts, which impacted 

timelines and workflow. 

The findings presented in this report should be 
interpreted with these limitations in mind. The aim of 
this report is knowledge production. It is not intended 
to serve as legal advice. Future iterations of this 
research would benefit from incorporating primary 
field studies, strengthening collaborations with 
regional partners, and expanding the thematic scope 
to include other areas where stateless individuals may 
be affected by the introduction of digital ID systems.
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   Sub-Regional 
Overview: South 
Asia

Countries Covered: Afghanistan,     
Bangladesh, Bhutan, India, Maldives, 
Nepal, Pakistan, Sri Lanka

Legal Identity

The majority of states in South Asia rely on National 

identity cards or citizenship certificates as their 

officially recognized proofs of Legal identity. 

Birth registration alone does not constitute 

Legal identity, but it is an essential document 

required to access primary Legal identity and its 

corresponding digital ID systems.  Three countries 

in the sub-region face challenges as a result of low 

birth registration rates. In 2016 India reported 

20% of children did not have access to birth 

certificates,29 Nepal’s birth registration rate stood 

at 73% in 2022,30 and Bangladesh’s rvegistration 

rate was 83% in 2023.31 Sri Lanka stands out with 

its near-universal birth registration rates reaching 

97% in 2019. 32 

Birth registration typically provides the 

foundational civil record, after which the state 

issues a formal identity document: National 

identity card or citizenship certificate. This serves 

as the operative proof used to access other identity 

documents (National identity cards, citizenship 

certificates) and public or private services. There 

are alternative documents to birth registration 

as proof of Legal identity, as in the case of Nepal, 

a recommendation from the designated local 

government authority can be submitted instead 

to acquire a citizenship certificate.33,

In seven out of the eight countries in the sub 

region (Afghanistan, Bangladesh, Bhutan, the 

Maldives, Nepal, Pakistan, and Sri Lanka), National 

identity cards or citizenship certificates are 

issued to establish Legal identity based on proof 

of birth registration or alternative documents. 

In Sri Lanka, alternative documents such as 

documents certifying the person’s name and 

date of birth, such as school leaving certificate, 

estate leaving certificate, marriage certificate, 

citizenship certificate can be provided instead of 

birth certificates to apply for National identity 

cards.34 

India, however, does not have one officially recognized 
legal identity document. Instead it relies on birth 
registration as a foundational identity document to 
establish citizenship even though its registration have 
lagged. 35 
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Table 1                                                                                                                             

Primary Legal Identity Document and the Documents Needed to Apply 
for it across South Asia

Country Primary Legal Identity Document Documents Needed

Bhutan Citizenship Identity Card or an identification 
document issued by Department of Civil 
Registration and Census

Birth registration

India None Birth registration

Nepal Citizenship certificate Birth registration 

Sri Lanka National Identity Card (NIC) Citizenship certificate, birth registration, or 
other documents certifying the person’s name 
and date of birth.

Bangladesh National ID card (NID) Birth certificate, a passport or a citizenship 
declaration form, , a copy of parents’ NID cards 
or birth certificate or citizenship certificate. of 
parents.36

Maldives National ID card Birth registration

Pakistan Computerized National Identity Card (CNIC) 
for adults above 18 year of age. 

B-form (Child Registration Certificate) for 
children under 18 years of age. 

To apply for B-form, the birth registration and 
the CNIC of at least one parent. 
To apply for a CNIC, the CNIC of a parent or 
close relative, and a Computerized Identity 
Card Form. 

Afghanistan National identity cards called the Tazkira 
(paper) and e-Tazkira (digital).

Birth registration is a supporting, but not 
required, document for obtaining a Tazkira. 
Instead, the process requires an application 
form, photographs, an attestation of identity, 
and the Tazkira of a relative.

Overview of Digital ID in 
South Asia

Across South Asia, all eight countries have 

developed National digital ID systems as part of 

broader Legal identity frameworks that allow 

citizens to participate in economic, social, and 

governmental activities The effectiveness of a 

digital ID systems depends on factors such as 

the country’s Legal framework, technological 

infrastructure, and accessibility to Legal identity 

documents.37 In many countries, the transition 

from traditional paper-based identity documents 

to centralised digital IDs has improved access to 

government services. However, access to these 

digital ID systems and the services typically 

require proof of citizenship. This prerequisite leads 

to the exclusion of non-citizens and marginalised 

populations, including stateless persons.

Digital IDs in the South Asia sub-region are 

predominantly foundational in nature (with 

the exception of Nepal).38 They function as the 

primary credentials that establish Legal identity. 

They have also been instrumental in eliminating 

duplication in identity records across government 

departments. Digital IDs enable access to 

multiple government and private services. These 

systems are typically linked to civil registration 

databases, with enrolment contingent upon proof 

of birth registration or citizenship certificate.

Photo : Identity.org website

While some states Legally define digital IDs as 

voluntary, they are effectively mandatory in 

practice.  Possession of the National digital ID 

is required to access essential services such as 

banking, healthcare, Education, and welfare 

benefits (Bangladesh, India, Pakistan, Sri Lanka). 

In most countries, digital ID systems also act as 

markers of citizenship, determining eligibility for 

rights and entitlements. They thereby exclude 

refugees, foreign citizens, and stateless persons 

from participation in digital Governance.
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Table 2

Digital ID System and its Key Features across South Asia countries
Country Digital ID System Key Features

Bhutan National Digital ID – 

2022

The National Digital ID is Asia’s first decentralised Self-

Sovereign Identity (SSI) system. It serves as a foundational ID 

connecting citizens, government, and the private sector.

India Aadhaar Digital ID – 

2009

Aadhaar is a functional ID system integrating biometric data 

with service access. It provides a universal identification 

number linked to multiple services, including subsidies and 

financial transactions.

Nepal National ID Card (NID) 

– 2016

The National ID Card functions as a functional ID. It is 

designed to eventually replace the Citizenship Certificate 

while facilitating access to public services.

Sri Lanka e-NIC (digital version) 

– 2012

The e-NIC is a foundational ID system with mandatory 

registration requirements. It mirrors the paper NIC system 

in certifying legal identity and enabling access to public and 

private services.

Bangladesh National ID Card (NID) 

– 2009

The National ID Card is a foundational and functional ID using 

biometric-based authentication. It is integrated with banking, 

telecommunications, and other public services through a 

centralized national database.

Maldives eFaas Digital ID – 

2012

The eFaas is a foundational ID enabling users to verify their 

identity digitally and access government services such as 

healthcare, employment portals, and business transactions.

Pakistan Computerised 

National Identity 

Carad (CNIC) – 2025

The CNIC is a foundational ID that both proves and 

constitutes Pakistani citizenship. It serves as the official 

recognition of an individual’s citizenship status.

Afghanistan Tazkira (paper) and 

e-Tazkira – 2018

The e-Tazkira is both a functional and foundational ID that 

manages and certifies identity. It enables access to the same 

public services available under the paper Tazkira system.

Moreover, access to digital IDs remains highly 

uneven across different countries in the sub-

region. In Afghanistan, decades of conflict, 

displacement, and administrative fragmentation 

have severely limited access to the Tazkiras 

and e-Tazkiras. In Nepal and India, citizenship 

documentation is required for digital ID 

enrolment.39 This prerequisite results in the 

exclusion of people who have difficulty accessing 

citizenship such as children of single mothers and 

persons of undetermined Nationality amongst 

others.. In Bhutan, only citizens listed in the 

National census are eligible for a Citizenship 

Identity Card.40 As the Bhutanese Lhotshampa 

population are excluded from the National census 

they are effectively stateless.41      

Similar challenges exist in Pakistan and 

Bangladesh, where the Rohingya refugees 

and other minority groups are often denied 

registration.42 The Maldives operates under 

a relatively more inclusive policy framework 

allowing foreigners or work permit holders to 

access the eFaas with proof of their passport or 

work permit number.43      

Implementation of digital identity systems across 

South Asia is largely state-driven, with governments 

leading the design and rollout, often supported 

by private technology partners or international 

development agencies. In Bangladesh, for 

example, the World Bank provided technical 

assistance to the Election Commission and other 

government agencies to develop the regulatory 

and policy framework as well as the technology 

required for the NID system.44 Generally, public 

consultation and independent oversight in these 

processes remain limited in South Asia. There is 

little evidence of participation from civil society 

or affected communities. 

As a result, digital identity frameworks across the 
sub-region tend to replicate existing inequalities in 
citizenship and documentation, further entrenching 
the exclusion of stateless persons and marginalised 

populations from legal identity and essential services.

Laws

Domestic Law and Policy

Only five out of the eight countries in South Asia 

(Bhutan, India, Nepal, Pakistan, Afghanistan) 

have domestic laws and policies that define 

digital identity. Even among these five, the Legal 

definitions of digital IDs, the extent to which they 

establish digital identity and citizenship, vary 

significantly in scope and substance. Countries 

in this sub-region generally draw on two 

approaches when mapping digital ID legislation: 

some establish new legislation for their digital ID 

system (an example is Pakistan’s recent Digital 

Nation Pakistan Act (2025), while others adopt 

or amend existing laws around civil registration 

systems to incorporate digital or biometric 

elements (for example, Sri Lanka’s Registration of 

Persons amendment).45 v 

In countries that have Legal definitions, digital 

identity is typically defined as a state-issued 

identifier that links demographic - and often 

biometric data - to an individual for authentication 

and access to services. In practice, some countries 

set out a clear statutory definition in dedicated 

digital-ID laws (for example Pakistan). While 

other countries only define digital identity in 

operational or technical terms within National 

ID instruments (such as India’s Aadhaar system; 

Bhutan’s Citizenship ID). The nature of how Legal 

identities are defined appears to affect whether 

countries have Legal grievance mechanisms for 

digital-ID related complaints. Countries like 

Pakistan, with dedicated digital ID laws, have 

explicit grievance addressing mechanisms. 

Whereas, other countries rely on amendments 

to civil registration laws offering more limited 

avenues for complaints. 46   
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Legal frameworks in almost all South Asian 

countries explicitly or implicitly link digital 

ID to citizenship. In a number of countries 

(Afghanistan’s Tazkira; Bangladesh’s National 

ID; Nepal’s citizenship certificate), the digital 

ID is issued on the basis of citizenship or 

civil-registration records, and therefore functions 

as both identity and proof of Nationality.47 In other 

cases (India’s Adhaar), having a digital ID does not 

confer citizenship but access to Aadhaar relies 

on citizenship documentation, so then digital IDs 

operate as a marker for citizenship along with its 

access to services.48

Data Protection

In South Asia, Bhutan, India, Nepal and Sri Lanka, 

have policy and laws governing data protection 

and privacy. With the exception of Bhutan, the 

data protection Legal and policy framework in 

India, Nepal and Sri Lanka do not provide explicit 

safeguards to protect personal information 

or data within Digital ID systems. In Bhutan, 

the National Digital Identity (NDI) framework, 

by contrast, contains in-built data protection 

provisions. It emphasises user control and 

consent, stores facial data with the Ministry of 

Home Affairs for anti-fraud purposes. It requires 

that all stored information be encrypted and 

accessed only with the user’s consent.49 In the 

other countries there are no equivalent no data 

encryption requirements, or adequate safeguards 

for the protection of the storage, use, and access 

to data. There are major concerns and policy gaps 

around privacy, surveillance, and exclusion from 

access to public services across South Asia. In 

India, Bangladesh and Pakistan, there have been 

major breaches of personal data from digital ID 

databases being accessed or exposed through 

unauthorized methods. For instance, Bangladesh 

documented two significant data breaches within 

a single year in 2022- 2023.50

There is growing concern regarding the use of 

digital ID systems and its biometric databases 

for surveillance and monitoring, particularly in 

countries where civic spaces are shrinking. In the 

Maldives, the collection of indirect data such as 

IP addresses and information generated when 

people use their eFaas ID, have raised fears that 

human rights defenders are increasingly being 

targeted for state monitoring surveillance, 

harassment, and threats of violence.51 In 

Afghanistan, there are significant risks of personal 

and biometric being used by the Taliban for 

unauthorised purposes. Human rights groups 

have criticized the rollout of the e-Tazkira in the 

absence of a comprehensive human rights and 

data protection impact assessment.52 In Sri Lanka, 

civil society groups have raised concerns that all-

encompassing digital ID systems may enable mass 

surveillance.53 

International Commitments

No country in South Asia is a party to any 

international treaty that defines or regulates 

digital ID. Some countries have undertaken 

voluntary Initiatives to increase proliferate 

the use of digital IDs. For example, India has 

made a non-binding commitment to provide 

Legal identity (including birth registration) to all 

Indians by 2030, as part of achieving Goal 16 of 

the Sustainable Development Goals.54 Pakistan 

participates in forums related to the Identification 

for Development Initiative (ID4D)  by the World 

Bank. It seeks to ensure all its people have full 

access to digital ID-based services.55

Furthermore, no country in South Asia has ratified 
The 1954 and 1961 Statelessness Conventions. Only 
Afghanistan in the sub region has ratified the 1951 
Refugee Convention and its protocol.
 
 All South Asian countries, However, are party 

to at least one core human rights treaty such 

as CRC or CEDAW. Both treaties create Legal 

obligations that are tied to the access to Digital ID 

systems in the country. For example, in Sri Lanka, 

the Maldives, and Bangladesh, individuals are 

required to present birth registration or a 

National identity card when enrolling in school. 

This requirement creates hindrances in allowing 

the State to fulfil its obligation to uphold children’s 

right to Education under the CRC.56 Similarly, 

in Afghanistan, documentation requirements 

linked to the Tazkira and e-Tazkira system 

have resulted in restrictions on movement and 

religious expression, particularly for women and 

non-Muslim communities. This curtailment of 

basic freedom violates the country’s obligations 

under the ICCPR and CEDAW to ensure freedom 

of religion, movement and prohibit gender 

based discrimination.57 In Pakistan the exclusion 

of stateless persons to ID services, results in 

violations of state obligations under the ICESCR, 

ICCPR, CEDAW and CERD. 58

Designed to Include? The 
Impact of Digital ID and 
Legal Identity on Citizenship 
and Nationality Rights

Generally, digital IDs have not reduced 

statelessness. In many instances they have in fact, 

reinforced barriers that stateless persons face 

in accessing services. The fundamental reason 

for this is that in most countries National the 

prerequisite for obtaining digital ID is proof of 

birth registration or citizenship (as seen in India, 

Bangladesh, Bhutan, Maldives, Nepal, Pakistan, 

Sri Lanka). Therefore, possession of the digital 

ID functions as a practical marker of Nationality 

and access to services rather than a solution to 

address statelessness.There are administrative 

barriers in obtaining citizenship certificates and 

birth registration, which then prevents stateless 

persons from being able to apply for a National 

identity card (NIC). In Sri Lanka  birth registration 

requires the details of both parents and at least 

one parent’s NIC. This requirement prevents 

children with stateless parents who lack NICs 

from applying.59 Similarly in Bhutan, for non-

residents to register births, they must apply for 

a special resident card, which requires proof of 

their own citizenship along with the citizenship of 

their mother and father.60 In Afghanistan to obtain 

a Tazkiras  one needs to furnish documents such 

as: proof of parentage, a male chaperone, and 

religious conformity. Many groups such as women, 

non-Muslims, nomadic tribes, internally displaced 

peoples (due to reasons of conflict or natural 

calamities) do not engage with the process of civil 

registration due to fears of religious persecution.61 

A few countries have undertaken targeted 

measures to increase access to digital IDs. For 

example, Pakistan deploys NADRA mobile units 

to increase access to registration in rural and 

hard to reach areas.62 However, such Initiatives 

are generally not obligated by law. Thus they are 

prone to risks of inconsistency. Such Initiatives 

at lager scales are vital to meaningfully address 

systemic barriers to digital ID access. 

Some digital ID systems such as the one 

implemented in India, not only excludes stateless 

persons, but risks excluding citizens and 

residents as well, with its technical and logistical 

vulnerabilities that has restricted eligible 

individuals from receiving and accessing essential 

services63. These challenges were particularly 

evident in the Public Distribution System, where 

fingerprint authentication was mandated for 

ration collection.64 Aadhaar-related errors such 

as biometric mismatches, connectivity failures, 

and lack of linkage contributed to the exclusion 

of over 2 million people from accessing essential 

food supplies between November 2017 and 

February 2018.65
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Summary Table: 

The table summarises the types of Legal IDs available, whether their digital IDs are foundational or 

functional, whether they have data protection laws, the voluntary nature of their digital IDs, access to 

digital IDs for stateless persons or refugees, and the international core human rights treaties ratified in 

the South Asia sub-region.

Country Legal ID (Type) Digital ID 
ID tional/
Function-
al)

Domestic Laws & 
Policy Covering 
Digital ID

Data 
Pro-
tec-
tion 
Law

Digi-
tal
 ID 
Man-
dato-
ry?

Access for 
Stateless/
Refugees

Intl. Treaty 
Ratified (Data/
Human Rights)

Bhutan Birth Registration, 
Citizenship Identity 
Card, National Digital 
ID

Founda-
tional

✅  National Digital 
Identity Act of 
Bhutan (2023) 

✅ ⛔ ⛔ CRC, CEDAW

India Birth Registration, 
Aadhaar Digital ID

Functional ✅  Aadhaar 
(Targeted Delivery 
of Financial and 
Other Subsidies, 
Benefits and 
Services) Act (2016)

✅ ⛔ ⛔ ICCPR, ICESCR, 
ICERD, 
CRC, CEDAW

Nepal Citizenship certificate, 
National ID  card (NID)

Functional ✅  Nepal’s 
National ID and 
Civil Registration 
Act (2020); 
National ID and 
Civil Registration 
Regulations (2021)

✅ ✅ ⛔ ICCPR, ICESCR, 
ICERD, 
CRC, CEDAW.

Sri Lanka National Identity Card 
(NIC), e-NIC (digital 
version)

Founda-
tional

⛔ ✅ ✅ ⛔ ICCPR, ICESCR, 
ICERD, 
CRC, 
CEDAW.

Bangladesh National ID card (NID) Founda-
tional and 
Functional

⛔ ⛔ ⛔ ⛔ ICCPR, ICESCR, 
ICERD, 
CRC, CEDAW 

Maldives National ID card, 
eFaas digital ID

Founda-
tional

⛔ ⛔ ⛔ ⛔ ICCPR, ICESCR, 
ICERD, 
CRC, 
CEDAW

Pakistan Computerized 
National Identity 
Card (CNIC) for above 
adults above 18 
years of age; B-form 
(Child Registration 
Certificate) for 
children below 18 
years of age. 

Founda-
tional

✅  Digital Nation 
Pakistan Act (2025)

⛔ ✅ ⛔ ICCPR, ICESCR, 
ICERD, CRC, 
CEDAW

Afghanistan National identity cards 
called the Tazkira 
(paper) and e-Tazkira 
(digital).

Founda-
tional and 
Functional

✅  Registration of 
Population Records 
Act (2014)

⛔ ✅ ✅ Yes in 
theory 
but it has 
many dif-
ficulties in 
practice 

1951 Refugee, 
ICCPR, ICESCR, 
ICERD, 
CRC, 
CEDAW

AFGHANISTAN
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Lack of documentation exacerbates vulnerabilities for 

many already vulnerable groups, including stateless 

persons, women, IDPs, and ethnic and religious 

minorities (particularly the Jogi and Chori).86 

Tazkiras are required in order to obtain a passport 

and a marriage certificate.87 Many public services, 

including healthcare, Education, land ownership, a 

bank account and loans, can only be accessed with a 

Tazkira.88 Further, for individuals without a Tazkira 

there is restriction on property rights, access to 

employment or humanitarian aid, thereby infringing 

on the rights of those without the documentation.89 

Afghanistan

Legal Identity

Civil registration and Legal identity have been a 

continuously contentious issue in Afghanistan 

as a result of forty years of conflict, changes in 

government, and displacement due to conflict 

and natural disasters.66 The official Legal identity 

in Afghanistan is the Tazkira, a National identity 

card.67 The Tazkira, which is the primary document 

used to verify Afghan citizenship as well as 

identity, is a required Identification document for 

Afghan citizens under the Law on Registration 

of Population Records (2014).68 Despite this 

requirement, only about 60% of the population 

has a Tazkira.69 The Tazkira is often a prerequisite 

for the issuance of other documentation and a 

necessity for access to several basic services.70 

Tazkiras are not automatically issued, but instead 

need to be applied for.71 Women lack Tazkiras at 

disproportionate rates, especially in rural and 

culturally conservative areas.72 About 90% of men 

and only 40% of women are in possession of the 

document, according to some estimates.73 In order 

to obtain a Tazkira, women must be accompanied 

by a mahram, a male chaperone, which can 

complicate the process.74 Cultural and societal 

norms play a large role in the disproportionate 

rates of women’ s exclusion from accessing a 

Tazkira.75 Education level, age, and displacement 

status have also been noted to limit access to civil 

registration in Afghanistan.76 

Among nomadic groups, generational lack of 

documentation continues to prevent children 

from being able to prove their parentage and 

obtain a Tazkira.77 Among the nomadic and semi-

nomadic populations of Afghanistan, the Kuchi, 

Jogi, Chori Frosh, Bangriwala, and Vangawala 

in particular face barriers to accessing civil 

registration, including the Tazkira.78 Stakeholders 

on the groundhave informed us that in the 

current situation under the Taliban rule, Kuchis 

have greater access to obtain Tazkiras than ever 

before, While proof of parentage is required to 

obtain the document, a community elder may 

replace this requirement, However, many elders 

in these communities also lack the documentation 

to do so.79 While not written in legislation, in 

implementation, non-Muslims have been unable 

to get a Tazkira with their religion noted on the 

document.80 Under the Taliban, even non-Muslims 

were “identified as Muslims in their Tazkiras, 

regardless of actual religion” due to fear of 

persecution for their religious practice.81

Birth registration is a supporting document for 
obtaining a Tazkira, however it is not required and 
can be replaced by the presence of two witnesses.82 
The Tazkira itself can act as a quasi-birth certificate.83 
Children under 18 years of age must have the presence 
of their father in order to obtain a Tazkira.84 The 
official application process requires an application 
form, photographs of the applicant, an attestation of 
identity, and the Tazkira of a relative.85

Overview

While Afghanistan has three key digital ID 

systems90, this report will only focus on two – the 

e-Tazkira system and the system implemented by 

the US military.91 Other digital systems include 

the Afghan Automated Biometric Identification 

System (AABIS), Ministry of Interior and Defense 

Afghan Personnel and Pay Systems (APPS), the 

payroll system of the former state intelligence 

agency, and the payroll system of the Afghan 

Supreme Court.92 Launched in May 2018 under 

former president Ashraf Ghani, Afghanistan’s 

main digital ID is the electronic version of the 

Tazkira, known as the e-Tazkira.93 

 The Tazkira  is  defined in Afghan law as an “‘official 
document that is printed on polycarbonate cards and 
distributed to the citizens of the country pursuant 
to the provisions of this law’, including biometric                
information.”94 

The private company contracted for the 

development of Afghanistan’s e-Tazkira system 

was Grand Technology Resources (GTR), which 

touted the system as ‘very secure’ and innovative.95 

The US government, along with the EU and World 

Bank, also provided some funding in the initial 

development stages of the e-Tazkira system.96 The 

system’s development was then continued under 

the Afghan government, with India’s Aadhaar 

system as the model.97 

In 2020, former president Ashraf Ghani deemed 

the development of an Aadhaar-like system as a 

top priority for Afghanistan.98 The development 

of the e-Tazkira digital ID system was not inclusive 

of actors outside of the private and government 

spheres and continued even despite public 

concerns from civil society.99 Stakeholders on 

the ground state that e-Tazkiras was the was one 

of the most disputed issues in the country, as 

minority ethnic groups viewed it as a continuation 

of Pashtun (Pashtuns have historically held 

dominant political power, a position further 

reinforced under the current Taliban regime, 

Photo :  The Kabul Times
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whose leadership is overwhelmingly Pashtun) 

hegemony over others. This was largely due to the 

classification system, which divided ethnic groups 

such as Tajiks, Hazaras, and Uzbeks into multiple 

subcategories—potentially diminishing the 

reported population size of these communities. 

In addition, many of these groups contested being 

labelled as ‘Afghan’ in the E-Tazkira, arguing that 

the term specifically refers to the Pashtun ethnic 

group. Instead, they advocated for their own 

ethnic identities—Tajik, Hazara, or Uzbek—to be 

officially recognised in the document, a stance that 

was largely rejected by the Pashtun community. 

According to Section 9(2), it is mandatory 

for Afghan citizens, both inside and outside 

Afghanistan to “record their identity and acquire 

National identity cards.”100 As a functional and 

foundational ID101, the e-Tazkira both manages 

and certifies identity as well as facilitates access 

to the same public services as the paper Tazkira.102 

The e-Tazkira is intended to eventually replace                                  

paper Tazkiras.103 

Over 6 million e-Tazkiras have been distributed 

in Afghanistan since the Taliban takeover.104 

Limited use of the e-Tazkira system has been 

attributed to low literacy rates and limited access 

to technology.105

On paper, stateless persons may be able to 

obtain an e-Tazkira only by providing a copy of 

the e-Tazkira of a close relative and copies of the 

e-Tazkira of two Afghan verifiers.106 However, 

this process is especially difficult in cases where 

multiple generations or family members are 

rendered stateless, depriving them of their right 

to basic necessities such as health, Education, 

voting, employment, land ownership and other 

social services linked to the digital ID.107 

Acquiring e-Tazkira’s is no easy feat even for 

citizens due as the process is riddled with 

corruption, with increasing uncertainty brought 

on by average wait times of more than 12 

months, financial and economic constraints 

faced by individuals to access them, as well as the 

requirement to travel distant lands to acquire the 

same.108 

Today, stakeholders on the ground inform us 

that the situation has improved in Kabul which 

has reduced processing times to 1-2 days, and 

provincial centres up to two weeks.

The e-Tazkira digital ID system was preceded 

by an automated biometric Identification 

system (ABIS) introduced by the United States 

Department of Defense just after the start of 

US military operations in Afghanistan in 2004.86 

Motives behind the US military’s implementation 

of the ABIS, a centralized system for biometric 

data, included establishing ‘identity dominance’ 

to counter terrorism.109 This was essentially a tool 

for US military surveillance, collecting biometric 

data of anyone deemed as a potential threat to 

US military operations.110 Recent estimates show 

roughly 2.5 million peoples’ biometrics, including 

fingerprints, iris scans, and photos, had been 

entered into this  system.111

Laws

Domestic Law and Policy

Under the Registration of Population Records 

Act (2014), which covers the implementation of 

the paper Tazkira, citizens are required to have a 

paper Tazkira.112 The Registration of Population 

Records Act defines the e-Tazkira as “an ‘official 

document that is printed on polycarbonate cards 

and distributed to the c itizens of the country 

pursuant to the provisions of this law’, including 

biometric information.”113 In this domestic 

legislation, the e-Tazkira is directly linked to 

citizenship as they are only provided to citizens 

of Afghanistan and can be used to verify a citizen 

of Afghanistan based on the included definition of 

e-Tazkira.114 There are no mechanisms for filing or 

resolving complaints included in the Registration 

of Population Records Act.115

Data Protection

Afghanistan does not have a general data 

protection law. The absence of a data protection 

framework raises concerns about the protection 

of sensitive data collected by the government.116 

Civil society organizations expressed concerns 

over the potential use of biometric and digital ID 

data being used against “human rights defenders, 

journalists, and minorities”, calling for the data to 

be erased and secured at the time of the Taliban 

takeover.117 Data attached to the digital ID include 

home addresses, iris scans, pictures, occupations, 

names of relatives, and fingerprints.118 

There is a high likelihood, although no concrete 
evidence, that the biometric data held in the ABIS 
system of those working with the US government have 
been breached by the Taliban since the takeover.119 

Some reports have already confirmed breaches 

in the e-Tazkira system, which suggests that the 

data can easily be decrypted to gain direct access 

to this information.120 While there has not been 

any direct reports of the use of this sensitive 

information to target stateless persons, refugees 

or migrant populations, there is widespread 

concern of the potential harm that could be 

caused by those in possession of the data.121 

With the Taliban takeover, the multitude of 

leftover digital ID systems implemented for both 

the Afghan government and foreign governments 

and militaries left millions of Afghans’ personal 

data at risk of being used by the Taliban for 

purposes they were not originally intended for.122 

This is especially of concern considering that 

the Taliban had used biometric data to target its 

enemies in 2016 and 2017.123 In 2015, a technical 

review of the e-Tazkira system was conducted by 

Ashraf Ghani which revealed the system to have 

issues with data processing and security and lack 

robust testing.124

Human Rights Watch notes that these 

systems should not have been implemented 

without “a thorough human rights and data 

protection impact assessment that includes a 

contextual analysis, an analysis of the technology 

to be deployed within that context, a system threat 

model to assess the risk and possible outcomes of 

system failure, and a data protection and cyber 

security assessment specific to the Afghanistan 

context.”125 Further, as the takeover began to take 

place, there should have been prior reassessments 

of the security of the stored data.126 

Given the security risks of the takeover, “all those 

involved in funding and building these biometric 

systems” should be transparent about the nature 

of data that could be breached, the structure 

and safeguards of the systems, and whether 

the systems were adapted to changing security 

concerns in the country.127 Without transparency, 

the collection of sensitive biometric data is seen 

by some as irresponsible and not beneficial to the 

population it was supposedly made to benefit.128 

If Afghanistan had a data protection law prior to 
the Taliban takeover, it could have influenced better 
practices that may have prevented the Taliban from 
being able to access personal data stored in the 
systems after the takeover.129 

International Commitments

Discrimination resulting from exclusion of 

stateless persons from accessing forms of 

identity, whether digital or paper-based, 

contradicts Article 7 of the UDHR, which protects 

the principle of non-discrimination.130 As a party 

to the ICCPR, Afghanistan is obligated to uphold 

the right to privacy (Article 17), and the right to 

be recognized before the law (Article 16).131 The 
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ICCPR further ensures freedom of movement 

under Article 12 and freedom of religion under 

Article 18, both of which are curtailed by the 

inability to list one’s religion (if non-Muslim) on 

their Tazkira and restricted freedom of movement 

for those without a Tazkira.132 Additionally, Article 

8 of the CRC protects the right to an identity, 

which a significant portion of the population does 

not have access to.133 The right to an adequate 

standard of health is protected by Article 12 of 

ICESCR to which Afghanistan is a party, along 

with the right to Education (Article 13) and an 

adequate standard of living, including housing 

(Article 11).134 Further, gender discrimination 

such as discriminatory procedures in procuring 

identity contradict Afghanistan’s obligations 

under CEDAW.135 Due to the exclusion of 

stateless persons from accessing the Tazkira and 

e-Tazkira, all of the above mentioned rights which 

Afghanistan is obligated to as a result of treaty 

ratification are under threat.136

Designed to Include? The 
Impact of Digital ID and 
Legal Identity on Citizenship 
and Nationality Rights

Afghanistan needs to be an example of the impact 

that implementation of digital ID systems can 

have in illiberal regimes. The Taliban have been 

clear in their intentions to use the data captured 

by the digital ID systems, including the e-Tazkira, 

to identify those who worked with the United 

States and target “threats”.137 Between 2016-

2017, it has been reported that the extremist 

group have misused digital ID systems, specifically 

fingerprints and iris scans of those they consider 

enemies in buses and killed them.138 It has created 

immense security risks for marginalized groups, 

such as the LGBTQIA+ community, women, 

activists, journalists, and others who may have 

supported or assisted foreign troops previously.139

There is exclusion from accessing the digital ID 

in Afghanistan due to a variety of reasons, with 

financial barriers being the primary reason. 

Other challenges also include the barriers faced 

by women to obtain official documentation as 

well as those residing in remote areas that are 

disproportionately affected due to the shutdown 

of local offices which increases travel time and 

financial burdens.140 Exclusion from the Tazkira 

exacerbates the risk of statelessness as well as 

significantly infringes on the rights and access to 

services of stateless persons.141 

Denial of the Tazkira causes discrimination, 
marginalization, and even the denial of citizenship 
and statelessness.142 Without an identity, individuals 
are unable to confirm their status as citizens if they 
previously had citizenship status, which is in direct 
violation of the Constitution, which does not allow 
for any Afghan citizen to be “deprived of citizenship or 
sentenced to domestic or foreign exile”.143 

Those without a Tazkira, including stateless 

persons, experience lack of access to employment 

and humanitarian aid, and exclusion from 

healthcare, Education, property rights, a bank 

account, and loans.144 Freedom of movement is 

considerably restricted, especially for women, 

between provinces, districts, and even villages 

without a Tazkira.145 Without a Tazkira, children 

cannot enroll in school.146 The inability of children 

without a Tazkira to enroll in school violates 

Article 43 of the Constitution, which protects the 

right to Education for all citizens.147 In order for 

children in Afghanistan to get  Tazkira, their father 

must also have a Tazkira.148 For children whose 

father is absent, or whose father is stateless or 

without documentation, it is difficult to impossible 

to obtain a Tazkira.149 The lack of a Tazkira is also 

socially stigmatized and often leads to further 

discrimination.150 

Preceding the launch of the e-Tazkira, there was a 
five year delay due to debates and serious opposition 
surrounding whether ethnicity or nationality should 
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be noted on the digital ID.151 

Critics of listing ‘Afghan’ for nationality felt that 

it would refer to one of the ethnic groups of 

Afghanistan rather than to citizenship.152 Others 

felt that if one does not accept their nationality 

as ‘Afghan’, they “should leave the country”.153 

In terms of Afghanistan’s digital ID increasing 

inclusion, the ability to apply for the e-Tazkira 

online has increased registration among women, 

accounting for 47% of new registrations.154 The 

National Internally Displaced Persons Policy 

(2013) recognizes government responsibility for 

ensuring and promoting issuance of e-Tazkiras 

to IDPs, which can but does not directly include 

stateless persons.155 
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In order to increase inclusivity, there should be more 

direct and accessible pathways for stateless persons 

to obtain Tazkiras. Furthermore, those responsible 

for creating biometric data systems in Afghanistan, 

“including the US government, the European Union, 

UN agencies, and the World Bank, should make 

public the kinds of data lost or potentially seized 

by the Taliban” and what safeguards were put in 

place for the protection of data and human rights in 

these systems.156 Overall, the case of Afghanistan is 

a pivotal learning opportunity for the commitment 

required for the right to privacy to be upheld in digital 

ID systems implemented in “conflict zones, fragile 

spaces, or humanitarian settings”.157
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Bangladesh

Legal Identity

Bangladesh’s official Legal identity is the National 

ID (NID) card, explained in more detail in the 

Overview section below.158 First introduced in 

2008 as a paper-based card, the initial purpose 

of the NID was for voter registration, issued by 

Bangladesh’s Election Commission.159 In 2016, 

NID cards were transitioned from being paper-

based to Smart NID cards.160

Innovations to Bangladesh’s CRVS model in 2021 

contributed to increasing the birth registration 

rate to 83% in the first quarter of 2023.161 

Despite these innovations, the Committee on the 

Elimination of Discrimination against Women 

(CEDAW) has noted that women and children 

in the Rohingya community experience lower 

rates of birth registration, placing them at risk 

of statelessness.162 Local private entrepreneurs 

involved in the data entry process have been 

reported to charge informal fees for facilitating 

the data entry of an application for registration.163

Overview

Digital Bangladesh, launched in 2009, is 

Bangladesh’s digital transformation program, 

which started the implementation of policies for 

the development of digital infrastructure and 

related public services.164 Digital Bangladesh laid 

the foundation for the NID digital Identification 

system165 as well as the Bangladesh National 

Digital Architecture (BNDA), which allows the 

government to provide e-services to other 

government agencies, citizens, businesses 

and employees.166 Schemes such as banking, 

telecommunications, social welfare, pensions, 

birth and death registration and food and 

development aid are all administered through 

the ‘National e-Service Bus’ introduced under the 

BNDA.167 

The NID is a biometric, smart identity card with 

an embedded microchip which is only available 

to Bangladeshi citizens.168 Originating from a 

voter database implemented by the Election 

Commission in 2008, upon voting, citizens were 

required to provide biometric data and eventually 

were issued NID cards with a microchip and 

unique 10-digit Identification number.169 The 

World Bank’s Identification for Enhanced Access 

to Services (IDEAS) Project from 2011 to 2018 

provided technical assistance to the Election 

Commission and other agencies for laying a 

regulatory and policy framework as well as 

developing technology for the NID system.170 

Due to implementation delays of Legal and policy 

frameworks, the project only achieved half of the 

target number of 90 million NID cards issued to 

citizens by 2018.171

In 2023, the smart NID cards began being 
implemented as a foundational identity system.172 
The new NID system assigns a unique National 
Identification Number (NIN) to newborns, which will 
override the multitude of different ID numbers that 
caused confusion previously.173 The same unique 
NIN assigned at birth will be used later on for the 
individual’s NID card number, consolidating to one 
unique identifier for an individual’s entire life.174

The NID is also used as a functional identity 

system.175 While having an NID card will not be 

enforced as mandatory until all citizens have 

registered176, it is required to access “employment, 

land registration, passports, opening bank accounts, 

buying mobile SIM cards, electricity, water and 

gas connections and for other facilities”.177 Other 

services linked to the NID system include social 

and government benefits, voting, taxpaying, and 

marriage registration.178 The NID is also required in 

order to purchase rail tickets in Bangladesh.179
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Documents required to apply for an NID include a 

birth certificate, a copy of a utility bill for address 

proof, a citizenship certificate, and photocopies of 

the NID cards of parents.180 If relevant, the NID 

copy of one’s spouse, passport, and drivers’ license 

may also be required.181 While not required, a 

Secondary School Certificate (SSC) or equivalent 

school exam pass certificate and Tax Identification 

Number (TIN) may also be used to certify a 

person’s identity.182 It is important to note that 

while a birth certificate is a prerequisite for NID 

registration,183 Bangladesh had a birth registration 

rate of only 83% in 2023.184

There have been reports of errors in the 

registration of NIDs, with many people receiving 

cards with inaccurate information on their card 

which has led to them being denied access to 

services.185 In one case, an individual’s birth 

date was inaccurate on his card and, as a result, 

the family was unable to apply for an old age 

allowance which they depended on.186 Brokers in 

Cox’s Bazar have also been reported forging NID 

cards, birth certificates and Bangladeshi passports 

for Rohingya refugees, some of which have been 

detained by police as a result.187 In response, the 

government sought to gain access to UNHCR’s 

database of Rohingya refugees in the country to 

prevent them from obtaining Bangladeshi identity 

documents, to which UNHCR provided initial 

consent for.188

UNHCR has been issuing ID cards to Rohingya 

refugees since 2018 as a joint registration exercise 

in collaboration with the government.189 The 

registration exercise’s main objective was to create 

a unified database with a consistent unique global 

individual and family identifier for all Rohingya 

refugees and to have a consolidated registration 

data from them including previously unregistered 

refugees from 1992.190 A total 979,306 individuals 

from 203,271families have been reported to 

have been registered till 30th April, 2024.191 In 

the Rohingya camps, blockchain technology is 

being increasingly used for digital Identification, 

as observed during COVID-19, when the 

World Food Programme (WFP) introduced the 

technology and served over 500,000 Rohingya 

refugees.192 Through blockchain, WFP optimized 

resource allocation among multiple humanitarian 

organizations enabling quicker and more effective 

assistance delivery.193 While different endeavours 

for digital Identification in different domains have 

been taking place, the concerning factor is, due 

to lack of any coherent framework or regulation, 

sustainable implementation still remains a  distant 

reality.194 

Additionally, Bangladesh’s recent move to hand over 
refugees’ digital identity information to the Myanmar 
authorities without first securing their consent 
has cast serious doubt on the database’s ability to 
safeguard confidentiality and maintain trust. 195
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Laws

Domestic Law and Policy

Bangladesh does not currently have a 

comprehensive Legal framework for its digital ID 

system.196 The National Identity Registration Act 

(NIR Act), enacted in September 2023 includes 

plans to switch management and implementation 

of the NID system from the Election Commission 

to the Home Ministry. However, this transition 

has raised concerns that doing so would not be 

effective.197 Election Commission officials, who 

believe the 2023 NIR Act should be canceled, 

have argued that it has had jurisdiction over the 

system for over a decade, meaning that it has the 

manpower and experience to operate it where 

the Home Ministry does not and that switching 

the system would be financially burdensome.198 

With increasing opposition from civil society and 

the Election Commission, the interim government 

repealed the NIR Act on 16th of January, 2025.199 

In absence of the NIR Act, the National Identity 
Registration Act (2010) remains the primary 
legislation governing the NID system.200

The 2010 NIR Act provides that only citizens who 

are registered voters can obtain an NID card, 

and that not having a National ID card shall not 

infringe on the rights of citizens.201 While this is a 

positive safeguard against exclusion for citizens, it 

does not prevent exclusion or protect the rights of 

stateless persons who do not have access to the 

digital ID system in Bangladesh and therefore, are 

unable to access the services attached to it.202 

To improve Bangladesh’s Legal framework on 

digital ID, existing legislation should “be amended 

to include all significant facets of the ID system”.203 

To achieve this, the legislation should reflect 

mechanisms for addressing grievances, guidelines 

for government bodies and potential private 

actors, and details of “the rights and obligations of 

data subjects and administrators”.204

Data Protection

Under the 2010 NIR Act, biometric information 

collected for the voter ID database included 

fingerprints, hand geometry, palm prints, iris 

scans, facial recognition, DNA, signature, and 

voice.205 The collection of DNA specifically has 

been widely criticized as “unjustifiable risks to 

privacy and discrimination,” going outside of the 

necessary means to achieve the purposes of the 

system.206 

Currently there is no data protection law enacted in 
Bangladesh. The draft of the Personal Data Protection 
Act (PDPA) (2024), which was approved by the 
cabinet in November 2023 but did not get enacted, 
was  criticized by civil society for failing to ensure the 
protection of personal data.207 

Rather than prioritizing the privacy and rights 

of users, the draft “continued to be a potential 

tool to Legalize control of personal data by 

the Government”, creating space for increased 

government surveillance.208  For instance, the 

draft Act included a list of exemptions for the 

protection of personal data including “for the 

prevention or detection of crime or for the 

purpose of investigations”.209 This would have 

allowed for access to personal data with no 

“judicial controls or oversight, or without the 

requirement to provide justification for” access 

to the data, which raises serious data privacy 

concerns for data subjects.210 In 2025, the Interim 

Government currently proposed another draft 

Data Protection Ordinance, 2025 which still 

contains  vague and an expanded  definition 

of “data fiduciary”211, continuing to provide 

discretionary powers to the National Data 

Governance and Interoperability Authority,212 

and suggesting a lack of judicial oversight over 
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different government entities accessing personal 

data which could lead into potential misuse of 

personal data.213 The wide scope delineated 

for the potential use of personal data by the 

government, as stipulated under section 28214  

has raised concerns that the government will 

have unchecked and arbitrary access to personal 

data which could be used to control dissent.215 In 

order to improve the protective elements of the 

legislation, the purpose of the law should clearly 

be to ensure rights are upheld rather than to 

create room for greater government control over 

personal data.216 Further, in order to access data, 

judicial approval should be mandatory for access 

requests.217

In July 2023, 50 million Bangladeshi citizens’ 

personal data, including names, phone numbers, 

emails and National ID numbers, collected in 

the NID database were breached and publicly 

accessible on one of the websites of the 171 

government partner organizations that use 

the data.218 After two weeks of the data being 

accessible, the Bangladeshi government secured 

the website and database.219 The data was 

reportedly leaked from Bangladesh’s Birth and 

Death Registration Information System.220 In 

October 2023, another data breach occurred, 

with users’ names, parents names, gender, phone 

number, addresses, NID numbers, and other data 

made publicly available through a Telegram bot, 

which threatened some users’ personal safety.221 

To prevent this, information, communication 

and technology experts recommended that the 

Election Commission consistently surveil the 

174 organization websites which use the NID 

server as well as regularly “conduct vulnerability 

and penetration assessments”.222 Concerns have 

been raised by the former Election Commission 

Secretary, Shafiul Azim, that users’ data may be 

breached during the transition of the NID system 

from the Election Commission to the Home 

Ministry.223 

International Commitments

As a party to the ICCPR, Bangladesh is obligated 

to protect the right to freedom of movement224, 

which has not been upheld in the case of requiring 

NID cards in order to purchase rail tickets.225 

Similarly, the disproportionately low rates of birth 

registration among the Rohingya community226 

goes against the protection of the right of every 

child to be registered at birth under Article 24 

of the ICCPR, which Bangladesh is a party to.227 

Consequently, since the laws related to digital 

ID are still under the parliamentary process, it is 

imperative that Bangladesh adheres to its human 

rights obligations under ICCPR, ICESCR, ICERD, 

CRC, and CEDAW .  

Designed to Include? The 
Impact of Digital ID and 
Legal Identity on Citizenship 
and Nationality Rights

By restricting NID card registration to Bangladeshi 
citizens,228 non-citizens including refugees, migrant 
workers and stateless persons in Bangladesh are 
unable to access social and government benefits, 
employment, bank accounts, marriage registration, 
SIM cards, electricity, water, gas or rail tickets.229 

Furthermore, since a birth certificate is a 

necessary requirement to apply for citizenship, 

digitalization of birth registration has made the 

process of citizenship acquisition inaccessible to 

those who do not have access to internet or digital 

literacy.230 As a result, those who are unable to 

access the process on their own must go     through 

intermediary services to apply for citizenship, 

which increases the cost and creates another 

potential barrier to accessing the process.231 With 

a birth registration rate of only 83% in 2023, 

the requirement of a birth certificate in order to 

register for the NID system also excludes 17% of 

the total population.232 This disproportionately 

affects the Rohingya and Urdu-speaking 

communits, who experience lower rates of birth 

registration.233 Local private entrepreneurs 

involved in the data entry process have been 

reported to charge informal fees for facilitating 

the data entry of an application for registration.234 

For the Urdu-speaking community, language barriers, 

structural discrimination and marginalization 

contribute to a lack of documentation, lack of Legal 

identity, and poverty.235 Digitalization exacerbates 

this, when coupled with issues with internet access 

and digital literacy.236 In order to foster greater 

inclusion in Bangladesh’s NID system, there should 

be a focus on ensuring “universal and free birth 

registration, particularly in remote areas and areas 

where minority communities live”.237 Further, paper-

based systems should also be accommodated to 

ensure access for those without internet access or 

digital literacy.238
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Legal Identity

Since the 1980s, births and deaths in Bhutan have 

been recorded through Family Diaries, which 

were paper based.239 This system changed in 

2003, where the Department of Civil Registration 

and Census (DCRC) began computerising these 

diaries to create a more comprehensive database 

called the Bhutan Civil Registration System 

(BCRS).240 The primary aim of this system was 

to issue citizenship cards, while also integrating 

other details such as births, deaths, family ties, and 

movement of other family members.241 According 

to Bhutan’s Immigration Rules and Regulations 

(2023), the proof of Identification or Legal identity 

for Bhutanese Nationals is the Citizenship Identity 

Card or an Identification document issued by the 

DCRC.242 In an effort to be more inclusive and 

accessible, births and deaths can be registered in 

the BCRS online.243

Once a child’s birth is registered in Bhutan, the 

DCRC instantly assigns them with a Unique 

Citizenship ID (UCI) which can be activated 

and utilised once the child turns 15.244 While 

processing this card, the biometrics of citizens 

are collected and stored in the BCRS biometric 

database, which upon the death of the individual 

gets deactivated.245 Non-residents, who are also 

a part of this system, are issued Special Residents 

(SR) Cards.246 Only citizens and SR card holders 

can register births and deaths through the civil 

registration system of Bhutan.247 In order to 

apply for an SR card, one must provide their 

own citizenship as well as the citizenship of 

their mother and father, which presents a major 

administrative barrier for stateless people.248

In case there is a delay in registering a child’s 

birth, the child will be provided with a civil status, 

namely “delayed birth registration”.249 Although 

The government, with the Government Tech Agency 

and DCRC, also developed the Integrated Citizen 

Services System to further establish DPI and reduce 

further administrative barriers.257 This system also 

aims to streamline access to services such as access 

to Legal documentation like a birth certificate, 

marriage certificate, or death certificate, and access 

to agriculture sector, health, and judicial services 

through the Citizens portal website and the mobile 

application.258 However, this service is only accessible 

to citizens as it requires an NDI number.259 

there is no late fee for registration, registering a 

child once the stipulated time has passed becomes 

more complex, as it requires filling up an individual 

registration form, attaining the requisite 

endorsement by local government authorities, 

and providing reasons as to why there was a delay 

in the birth registration.250

Overview 

Bhutan introduced its digital ID system, the 

National Digital ID (NDI) in 2022 with an aim 

to provide “secure and verifiable digital ID 

credentials”.251 It is the first country in Asia to roll 

out a decentralised Self Sovereign Identity (SSI)-

based system.252 The SSI provides a foundational 

element, connecting the citizens, government, and 

the private sector of Bhutan.253 The Bhutanese 

government claims that the SSI-based system 

gives users complete control over their personal 

data and what information they provide to 

prove who they are to access websites andother 

services.254 

While there is no data to suggest public involvement in 
the adoption of the digital ID, media reports show that 
there were discussions and debates in the Parliament 
that led to the adoption of the NDI Framework.255 
The adoption of the NDI framework has been a 
collaborative effort between various government 
institutions and private actors, who came together 
to establish Bhutan NDI, a body that caters to the 
issuance and working of NDIs.256
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While a direct linkage between citizenship and 

digital ID cannot be drawn through the Act, it can 

be reasonably ascertained from official sources 

and Bhutanese media that the digital ID can only 

be issued to a citizen of Bhutan.260 

The National Digital ID (NDI) app holds personal 

information of users and is designed as a mobile 

wallet which holds identity related documents 

that citizens and residents can use to verify on 

websites and other services.261 

Biometric data of citizens is collected through this 
application where foundational IDs can be provided 
to citizens through the facial recognition process.262

Bhutan does not recognise dual citizenship263, 

hence dual citizens and other non-citizens cannot 

access digital IDs in Bhutan. Since Bhutanese 

citizenship is a prerequisite to accessing the 

Bhutanese digital ID,264 there is no information 

available as to how stateless populations will 

access basic services as the country moves to link 

access of basic services with the NDI, despite it 

not being mandatory for citizens to secure.265

Laws

Domestic laws and policy 

The NDI was introduced after the establishment of 

the NDI Governance Framework by the Bhutanese 

Parliament by enacting various legislative 

documents, the key one being the National 

Digital Identity Act of Bhutan (2023) (‘NDI Act of 

2023’).266 The NDI Act does not expressly define 

digital ID but simply states its purpose which is to 

create a digital economy where citizens as self-

sovereign identities can access both government 

and private sector services.267 

Data Protection 

The Bhutan NDI has in-built-in provisions for data 

protection.268 Since the NDI is based on principles 

of self-sovereign identity, each individual has 

complete control over their personal information, 

thereby setting a benchmark for digital privacy.269 

Furthermore, the NDI Governance framework 

follows a stringent approach towards data 

collection by ensuring that any user information is 

neither collected nor stored.270 The privacy policy 

of NDI Bhutan states that while a copy of the facial 

data is stored with the Ministry of Home Affairs 

to ensure that identity theft or duplication does 

not take place, no other data provided is stored 

on the database servers of the NDI.271 All digital 

information present in the digital wallet belongs 

to the user and cannot be accessed in any form 

(encrypted or otherwise) by the NDI Admin or a 

third party, unless the user consents to storing 

it on the NDI application’s cloud servers.272 This 
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information is only accessible in an encrypted 

format and cannot be read by the NID Admin or 

other third parties.273

The privacy provisions ensure that the data 

collected at the time of registration is stored and 

safely secured, creating accountability on those 

involved in the process.274 There is no evidence to 

establish the usage of this data by the government 

against stateless persons, refugees or migrant 

populations since many of them would have been 

unable to register for the NDI in the first place 

since they cannot validly prove their citizenship. 

International Commitments

Bhutan has not ratified any specific treaty or 

legislation in relation to digital ID. As a party to the 

CRC, Bhutan has obligations to ensure the right to 

be registered immediately at birth and the right to 

an identity.275 Bhutan’s CRVS system procedures 

do not align with these obligations as only citizens 

and SR card holders can register births, leaving 

non-citizens without access to the SR card and 

stateless people unable to register births.276 

Stateless people are also unable to access a Legal 

identity in Bhutan, further contradicting Bhutan’s 

obligations under the CRC.277 

Designed to Include? The 
Impact of Digital ID and 
Legal Identity on Citizenship 
and Nationality Rights

Since Bhutan fails to recognise the presence 

of stateless persons inside its territories, the 

situation for such individuals remains precarious 

because they struggle to secure the ‘no objection 

certificate’ and police clearances to access 

healthcare, Education, employment and other 

basic facilities.278 Furthermore, foundlings 

or children born to stateless parents are not 

recognised as Bhutanese citizens.279

Children born to unwed mothers who are not able to 
ascertain the identity of the father or vice versa are 
also at the risk of statelessness as both parents must 
have Bhutanese citizenship for a child to become a 
citizen.280 

Such individuals are not eligible to access any form 

of Legal identity through the civil registration 

system of Bhutan, as they are neither citizens 

nor SR card holders.281 Reports claim that while 

stateless children are eligible to access health 

and public Education services, fundamental 

rights to livelihood liberty, access to Education, 

employment and healthcare are violated.282
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Bhutan is among the first countries in the world 

to create a self-sovereign digital ID system, 

with an aim to create inclusivity amongst its 

populations by catering to individuals with limited 

digital literacy, financial stability and people                                                 

with   special needs.283 The NDI framework has 

faced trouble in receiving judicial acceptance 

because of the latter’s reluctance to accept digital 

evidence in proceedings as the country moves 

towards a completely digitized economy.284 

While the present Legal framework of the NDI is 

deemed to be robust, the lack of safeguards and 

laws on digital ID and data protection, prevention 

of misuse and operability raise concerns for 

individuals who are new to the digital world, and 

the maintenance of trust registries which are the 

foundation to the self-sovereign system.285 

It is interesting to note that the NDI is extremely 

inclusive of all types of Bhutanese citizens by 

facilitating access and assistance to certain sections 

of society.286 However, this inherently inclusive and 

accessible system can be exclusionary towards 

isolated communities, such as the stateless population 

and refugees, as the government of Bhutan refuses 

to acknowledge the existence of either of these 

communities, which they were instrumental                               

in creating.287
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India

Legal Identity

There is no one officially recognised Legal identity 

document in India, and citizenship is conferred 

through descent. In India, National Family Health 

Surveys indicate that until 2016, 20% children, 

approximately 5 million children do not have 

access to birth certificates, where more than 

half are not registered at all, and the other half, 

while registered, do not have access to birth 

registration.288 Birth registration is a foundational 

identity document in India to establish age, 

Nationality, and required to access other identity 

documents such as passports, for enrollment in 

schools289, as well as to cast a vote upon attaining 

majority, among others.290 

Overview

‘Aadhaar’, introduced in 2009 as India’s digital ID, 

aims to provide a unique, universally accepted 

identifier where each individual’s unique identity 

(i.e., their Aadhaar number) is verified against 

the demographic and biometric data stored in 

a centralized database known as the Central 

Identities Data Repository (“CIDR”).291 To obtain 

an Aadhar, there are specific requirements 

of documentation necessary, which require 

individuals to any one provide proof of identity 

(passport, PAN number, Voter Identification 

number, etc.) any one proof of relationship (PDS 

Card, MNREGA Job Card, Government issued 

Marriage Certificate, etc.), one proof of birth 

(birth certificate, passport, photo ID card having 

the date of birth, recognised by Educational 

institutions, etc.), and one proof of residence 

(passbook, bank statements, electricity bill, ration 

card, etc.).292 It is interesting to note here that 

while Aadhar does not constitute a foundational 

Legal identity document, its adoption has achieved 

near universal status in the country, where birth 

registration still lags behind.293

In the context of India, Aadhaar was conceived 
as a foundational ID294 to address the problem of 
identifying individuals in a country as large and 
diverse as India. Its primary purpose was to eliminate 
duplication and ensure that each resident has a 
unique identity, which could be used for a wide range 
of services and entitlements provided by the State.295 

However, a policy shift saw the adoption of 

digital IDs as a mode of functional ID with the 

main purpose of streamlining the delivery 

process of social inclusion projects managed by 

the Government of India. The main objective 

of these policies was to fill the identity gap 

that exists in case of implementation of digital 

Initiatives of the government, which in turn, is 

also one of the sustainable development goals as 

suggested by the United Nations, i.e., the right 

to identity.296 Therefore, the Aadhaar framework 

sought to develop a system that guaranteed 

social protection by preventing leakages and 

mismanagement in welfare schemes, and “provide 

efficient, transparent and targeted delivery of 

subsidies, benefits and services, to the residents 

of India”297.298 

Legally, the Aadhar is not a mandatory ID for 

individuals to possess.299 However, practically, access 

to almost any government service requires the 

possession of an Aadhar, both in law and practice. 

The Supreme Court, in the Aadhaar 5 Judge Case 

acknowledged the risks of exclusion and ruled that 

Aadhaar could not be mandatory for accessing 

welfare benefits. While upholding the Aadhar’s 

constitutionality, the Apex Court emphasized that an 

individual cannot be deprived of essential services 

due to the failure of biometric Identification.300 The 

judgment underscored the need to balance Aadhaar’s 

benefits with the protection of marginalized groups 

from being excluded from crucial resources.301 

Aadhar has since then expanded to cover various 

aspects of an individual’s interaction with the 

State. These include access to subsidies, financial 

services, and welfare programs, reinforcing its 

role as a functional ID system, making it mandatory 

to possess.302 Aadhaar has also been directly 

linked for accessing various public services being 

provided by the Government. For instance, it has 

been linked with the direct benefit transfer 

scheme so that individuals can receive benefits for 

PDS system, MNREGA etc. directly in its bank 

account,303 Aadhaar enabled payment 

systems have been enabled to ensure digital 

transactions through Aadhar details.304 It is also a 

mandated document for SIM Cards as well as to 

access government mandated healthcare 

services.305 The Legal framework surrounding 

Aadhaar and subsequent judicial rulings, 

underscores its functional nature, particularly in 

the context of the State’s obligation to recognize 

and verify the identity of its residents for various 

public services.306 

The Preamble of the Aadhaar Act clarifies that the 
Aadhaar ID is being developed as a unique ID for the 
eff﻿icient, transparent and targeted delivery of public 
services, subsidies, benefits, etc. being provided by    
the Government.307 

According to Section 7 of the Aadhaar Act, 

individuals without an Aadhaar number can still 

receive benefits, subsidies, and services through 

alternative means of Identification.308 However, in 

August 2022, the Government through a circular 

stated that Aadhaar is required for accessing 

government benefits.309 The circular noted that 

over 99% of adults in India now have an Aadhaar 

number.310 Therefore, individuals without 

Aadhaar must apply for enrollment and can use 

their Aadhaar Enrolment Identification number 

or slip to access benefits and services until they 

receive their Aadhaar number.311 

In terms of stateless individuals, those who do not  hold 
appropriate residency status (Long-Term Visas), are 
automatically ineligible to apply for Aadhar, excluding 
them from accessing various government services as 
discussed below, with no alternate avenues to access 
the same. 312

The Aadhaar Act expressly states that it does 

not confer any proof of citizenship or domicile 

on the Aadhaar number holder.313 Since January 

2024, new Aadhaar cards and PDF versions of 

the identity document have started including an 

express disclaimer on Aadhaar not being a proof 
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of identity, as well as, date of birth to government 

departments and other organizations to not use 

it for those purposes.314 The Aadhaar (Enrolment 

and Update) Regulations 2016, allow for foreign 

Nationals that have stayed in India for more than 

182 days to get enrolled and obtain an Aadhaar 

number, as long as they qualify as a ‘resident’ as 

per the Aadhaar Act.315 

The implementation of Aadhaar has had 

exclusionary consequences, particularly 

for stateless communities who often lack 

foundational documents such as birth certificates 

that are required to obtain an Aadhaar number.316 

Without it, individuals are effectively barred from 

accessing essential services and social welfare 

schemes. Documented evidence also highlights 

how structural issues within the Aadhaar system 

such as biometric authentication failures, faulty 

equipment, and unreliable internet connectivity 

have led to people being denied access to food 

and entitlements, further marginalizing already 

vulnerable populations.317 

Refugees and stateless people have no avenue to 
obtain an Aadhar, since the Ministry of Home Affairs 
in 2018 made a distinction between “refugees” and 
“legal residents”, claiming that Aadhar would be 
available to those who were “legal residents”.318 

Furthermore, the government stopped accepting 

the UNHCR-cards, thereby removing all possible 

pathways for individuals to access social services 

or a possibility to acquire Long-Term Visas.319 

Similarly, exclusions from basic services have been 

faced by individuals left out of Assam’s National 

Register of Citizens (NRC) as they are unable to 

access Aadhaar enrollment.320 These exclusions 

severely restrict access to essential services, 

benefits, and Legal recognition of individuals 

impacted by statelessness.321 

Laws

Domestic Law and Policy

The digital ID system is governed by the 

Aadhaar (Targeted Delivery of Financial and 

Other Subsidies, Benefits and Services) Act, 

2016 (‘Aadhaar Act’) states that Aadhaar was 

established to enhance the delivery of central or 

state government subsidies, benefits, and services 

to individuals residing in India by assigning to 

individuals such unique ID numbers.322 Presently, 

India does not have a uniform definition of ‘digital 

identity’ in its Legal framework, or by virtue of 

being a signatory to any international instrument. 

However, in practice, digital identity in the Indian 

context refers to the electronic representation 

of an individual’s identity, which can be used to 

authenticate and verify the individual’s identity 

online or in digital transactions.323 

Aadhar does not constitute proof of citizenship 

in India. Section 9 of the Aadhaar Act expressly 

states that it does not confer any proof of 

citizenship or domicile on the Aadhaar number 

holder.324 This is complemented by the Aadhaar 

(Enrolment and Update) Regulations 2016, which 

allow foreign Nationals that have stayed in India 

for more than 182 days to get enrolled and obtain 

an Aadhaar number.325 

Further, as of January 2024, new Aadhaar cards and 
PDF versions of the identity document have started 
including an express disclaimer on Aadhaar not 
being a proof of identity, as well as, date of birth to 
government departments and other organizations to 
not use it for those purposes. 

However, there is explicit linkage of citizenship 

with Aadhar, as observed in Assam, where around 

1 million people faced blocked IDs on the pretext 

of “precarious citizenship status” during the 

NRC Process.326 This precarity was not a judicial 

mandate, but rather an administrative exercise 

adjudicating the most important human right 

of all– Nationality. The blocking of these ID’s on 

executive authority, resulted in individuals living 

their lives in limbo for five years, without any 

means to their entitled government benefits, 

access to healthcare, and faced challenges in 

obtaining salaries from employers.327

Data Protection

The implementation of Aadhar came much prior 

to a legislation on data protection or privacy, 

which are amiss in law even today. Six years 

after the Supreme Court of India granted the 

right to privacy as a fundamental right, the 

law on Digital Personal Data Protection Act 

(‘DPDP Act’) came into force in 2023328 with the 

Digital Personal Data Protection Rules, 2025 

(‘Draft Rules’) being released in January 2025. 

The Ministry of Electronics and Information 

Technology has opened it up for comments 

from various stakeholders and the DPDP Act is 

currently in the final stages of enforcement.329 

The regulations on privacy are currently governed 

by the Information and Technology Act, 2000 and 

Information Technology (Reasonable Security 

Practices and Procedures and Sensitive Personal 

Data or Information) Rules, 2011.330 These rules 

in addition to the specific protections under the 

Aadhaar Act are applied to biometric data. 

The right to privacy, while being a fundamental 

right as laid down by the Supreme Court, is not an 

absolute right. The Apex Court laid down a three-

fold test to be satisfied in case an individual’s right 

to privacy is being impinged upon: (i) ‘Legality’, i.e., 

the action must be sanctioned by law; (ii) ‘necessity’, 

i.e., the proposed action must be necessary in a 

democratic society for pursuing legitimate aims of 

Governmental agencies; and (iii) ‘proportionality’, 

i.e., the extent of such interference by the 

legislative action must be proportionate to 
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the need for interference; and there should 

be a rational nexus between a Government’s 

objective and the means adopted to achieve such 

objective.331 This means the Indian government 

may be able to access Aadhaar data if it meets 

the above criteria. However, if the government 

accesses data unlawfully or without due process, 

individuals can challenge this infringement on 

their fundamental right to privacy. Further, given 

that Article 21 of the Constitution extends to 

“every person”332, the right to privacy is available 

to non-citizens / foreign Nationals, in addition to 

Indian citizens. Critics argue that the provisions 

of the Draft Rules are not only in violation of 

Constitutional principles of data protection, but 

are also seen to disregard the proportionality test 

laid down in the Aadhar 5-judge case.333 

Under Rule 22, the Executive is given broad access to 
personal information with no transparency in terms of 
the number of times that the government can access 
the information, “undermining principles of purpose 
limitation and data minimisation”334. 

This centralised framework with unfettered 

access to personal information creates grounds for 

state surveillance. Furthermore, the Draft Rules, 

while they require an independent regulatory 

body such as the Data Protection Board to 

oversee compliance, there are concerns raised 

with regards to the political influence, due to the 

appointments to the Board being undertaken 

by the Executive.335 Finally, the Draft Rules also 

weaken the Right to Information Act, which 

guarantees the fundamental right to information. 

It allows officials to withhold personal information 

that may be critical to public interest under the 

garb of the right to privacy, departing from the 

standard of proportionality laid down by the 

Puttaswamy judgment.336

There have been repeated instances where 

the personal data collected for Aadhaar, which 

include names, addresses, dates of birth, and 

Aadhaar numbers, have been inadvertently 

exposed or accessed through unauthorized 

means.337 This is despite the fact that the core 

databases maintained by the Unique Identification 

Authority of India (UIDAI) have not suffered 

confirmed breaches.338 In one widely reported 

case from 2018, a journalist was able to pay just 

INR 500 (around USD 7) to gain access to a portal 

that allowed them to input any Aadhaar number 

and retrieve the corresponding demographic 

information.339 This incident has highlighted the 

ease with which sensitive data can be obtained, 

and points to larger systemic issues, particularly 

the ambiguity surrounding who can access such 

data, how it is to be managed, and under what 

safeguards.

In July 2025, the Government of India during the 

state Elections of Bihar introduced the E-SECBHR 

mobile application to cast votes.340 However, the 

development and implementation of this scheme 

has  been undertaken without any clearly defined 

Legal framework, parliamentary discussion, 

or any public consultations that would ensure 

transparency and accountability.341 

Civil society has raised serious concerns on the 

transparency of how the data collected, which 

includes facial recognition and other biometrics 

data, is stored, used, and shared. Furthermore, 

the procedure of casting a vote, requires the 

identity of an individual to be authenticated by 

the application by sharing an OTP against a mobile 

number, where two people are allowed to cast a 

vote from the same confines of their homes. They 

have also flagged the ominously low rates of digital 

literacy in Bihar, with around 67% women and 

35.4% men who have never used the internet.342 

This lack of digital literacy amplifies the risk of 

voter coercion, where there is little guarantee of 

the vote being cast in a fully informed manner, 

without coercion.343

The Internet Freedom Foundation notes that the 
privacy policy of the E-SECBHR allowed for data 
sharing with third parties, reserving the right to use 

the data for research and analysis purposes.344

International Commitments

India is not a party to any international framework, 

agreement or treaty which sets out obligations in 

relation to or definition for a digital ID. However, 

India, being a member of the United Nations, has 

made a non-binding commitment through the 2030 

Agenda on Sustainable Development with respect 

to providing Legal identity to all, as part of Goal 16 

of the Sustainable Development Goals (“SDG”).345 

India is also not a party to any international 

agreements on data protection that specifically 

regulates their practice for implementation of 

framework on digital IDs. However, the country’s 

approach to data protection is influenced by its 

constitutional framework and obligations to other 

international human rights instruments, which 

upholds the rule of law and fundamental human 

rights, including the right to privacy. Furthermore, 

the Constitution of India guarantees fundamental 

rights such as the protection of life and personal 

liberty, freedom of speech, and protection against 

discrimination.346 

Furthermore, India is a signatory and party to 
several core international human rights instruments, 
including the United Nations Declaration of Human 
Rights (“UDHR”), the International Covenant on 
Civil and Political Rights (“ICCPR”), the International 
Covenant on Economic, Social and Cultural Rights 
(“ICESCR”), the Convention on the Rights of the Child 
(“CRC”), and the Convention on the Elimination of All 
Forms of Discrimination Against Women (“CEDAW”).

 These instruments emphasize the protection of 

privacy and non-discrimination, which align with 

India’s constitutional values. For instance, Article 

12 of the UDHR, and Article 17 of ICCPR are 

similar, as they require that no individual shall be 

subjected to “arbitrary interference with regard 

to his privacy, family, home, or correspondence, 

nor to attacks upon his honor and reputation and 

everyone has the right to protection of the law 

against such interference or attacks”.347 

The ICESCR guarantees certain fundamental 

human rights, such as right to Education348, right 

to be free “from discrimination of any kind as to 

race, color, sex, language, religion, political or 

other opinion, National or social origin, birth or 

other status”.349 Further, the CEDAW prohibits 

discrimination against women in all forms and 

embodies the principle of equality of men and 

women, and the CRC directs all parties to the 

convention to take appropriate measures to 

ensure that the child is protected against all forms 

of discrimination, including from discrimination 

towards the child because of their or their parent’s 

National , ethical, and social origins350. The CRC 

also lays an obligation on State Parties to register 

children right after birth, where the child has the 

right to acquire a Nationality.351  

Designed to Include? The 
Impact of Digital ID and 
Legal Identity on Citizenship 
and Nationality Rights

Despite the government’s push for “Digital 

India”352 and the reliance on Aadhaar to reduce 

leakages, the system has been riddled with 

problems of exclusion that are not just limited to 

stateless individuals, but citizens and residents 

too. Research pointedly states that the system has 

been devoid of  multiple technical and logistical 

vulnerabilities that has ultimately blocked eligible 

individuals from receiving and accessing essential 

services.353 

In several states, it was found that individuals 

were required to provide fingerprint scans to 

collect food ration.354 A survey conducted across 

three states revealed that Aadhaar-related 

issues accounted for 0.8 to 2.2 percent of all 
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exclusions from the PDS, leading to a denial of 

food rations to over 2 million people.355 These 

failures reportedly stemmed from a range of 

factors, including the absence of Aadhaar linkage, 

biometric mismatches, connectivity problems, 

electricity outages, or simply the beneficiary 

being unable to physically authenticate at the 

time of distribution.356 

Furthermore, the advancement of technology 

has resulted in the deepening of the exclusionary 

mandate of Aadhar due to the lack of regulatory 

safeguards and legislative frameworks. 

In terms of data protection, the country has witnessed 

almost a breakdown of due process, where data, 

while maybe with the intent of ensuring inclusion 

has come at a cost of ensuring “privacy, security, and 

democratic legitimacy”357. The absence of strong 

regulatory safeguards, inadequate infrastructure, 

and limited avenues for redress have turned what 

should be enabling systems into barriers, resulting in 

disempowering the vulnerable. Without meaningful 

Legal protections, transparency, and accountability 

mechanisms in place, the promise of “Digital India” 

may continue to leave behind those it claims to 

empower.

Photo : Ali Johar

Photo : Asad Photo Maldives

MALDIVES



Maldives

48

STATELESSNESS ENCYCLOPEDIA ASIA PACIFIC THIRD EDITION - SOUTH ASIA

49

REPORT 2026

Maldives

Maldives

Legal Identity

The National ID card serves as Maldives’ primary 

Legal identity documentation, established 

through the Civil Registration and Issuance of 

Birth Certificates and National Identity Cards Act 

(2022).358 Maldives has a CRVS system in place 

where the Department of National Registration 

(DNR) is the government agency responsible 

for registering births and deaths as well as 

issuing National identity cards.359 One must be a 

Maldivian citizen in order to obtain a National ID 

card.360 

Birth registration is required in order to acquire a 
legal identity and Maldivian citizenship because a 
child’s national identity card number is issued upon 
registration of the birth.361 

Stemming from discriminatory legislation, 

children born to non-Muslim parents or inter-

faith parents often do not have equal access to 

birth registration, excluding them from access to 

Nationality and a Legal identity.362 

A National ID card is required to access a number 

of government services, including Education, free 

health care, marriage and divorce registration, 

passport issuance, loans, and social benefits such 

as financial support for low-income families, 

the elderly and persons with disabilities.363 

Non-citizens, including foreigners, refugees, 

migrant workers and stateless persons, are 

therefore excluded from accessing these services.

Overview

The eFaas is the Maldives’ digital ID platform, 

which was launched in 2012.364 Developed and 

maintained by the Maldives’ National Centre 

for Information Technology (NCIT), the project 

was undertaken in collaboration with the Global 

Health Advocacy Incubator and received $10 

million of funding from the World Bank.365 In May 

2023, trial implementation of the eFaas platform 

began.366 In the first three months of this trial 

period, over 50,000 people began using the eFaas 

digital ID.367 

eFaas is a foundational ID as it allows users to 

verify their identity digitally as well as access 

government services such as health services, 

marriage and divorce form submission, the 

government job portal, and other services like 

business registration, licenses and transactions.368 

eFaas is also required in order to use OneGov, 

the Maldives’ DPI portal for accessing over 300 

government and public services from 11 different 

government agencies.369 Notably, an eFaas 

account is required in order to register a birth.370 

Maldivian citizenship is not a prerequisite to use 

eFaas as foreigners and work permit holders can 

also create an account.371 

To register with eFaas, citizens need to provide 

a National ID Number and an ID Card Serial.372 

For foreigners to register, they must provide their 

passport number and or work permit number.373 

There is no option for people without passports 

or Maldivian citizenship to register for an eFaas 

account, excluding stateless persons from being able 

to use the Digital ID and access the OneGov platform 

and all of the services attached to it.374

Laws

Domestic Law and Policy

Maldives does not currently have any legislation 

on digital ID specifically and lacks other necessary 

frameworks to govern digital ID.375 While not 

available in English, the Birth, Death and National 

ID Registration Act (2022) covers the National ID, 

but does not account for digital ID or the use of 

the National ID in digital applications.376

Without legislative frameworks, the eFaas privacy 
policy and terms of service policy can be analyzed as a 
policy framework for data use and the ability of users 
to address grievances.377 As such, neither of these 
policies provide for grievances with the eFaas system 
to be resolved.378 

Data Protection

Data collected by the eFaas system includes the 

user’s facial biometrics, birth date, address and 

personal contact information, the user’s other 

identity documents, and data stored by select 

government agencies.379 There is currently no 

data protection legislation in the Maldives to 

inform the use and collection of such data.380 As 

of May 2023, there is a draft bill, the Personal 

Data Protection Act, which is set to establish 

a framework for the collection, processing and 

protection of personal data.381

The collection of facial biometric data is 

problematic mainly due to the high risk it poses 

for potential abuse of the data.382 As an agreement 

between the user, the eFaas system, the assigned 

government agency and the ID holder, some data 

protection measures are dictated by eFaas’s Terms 

of Service and privacy policy.383 These policies 

cover user’s data collection, use and disclosure.384 

Of particular concern for data privacy is the wide 

range of situations where a user’s data may be 

disclosed without their consent.385 The Maldives 

partnered with SumSub Ltd, a UK-based private 

infrastructure company, “to store citizens’ 

biometric face recognition data” collected 

through eFaas without transparency on the 

details of the private contract signed between 

the two or how Legal or policy frameworks cover 

such a contract.386 While SumSub Ltd does comply 

with the UK’s and European Union’s General 

Data Protection Regulation (GDPR), there are 

still concerns over the potential misuse of this 

sensitive data without legislative protection 

within the Maldives.387

Photo : PSM News
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Human rights groups in the Maldives “have increasingly 
become targets of surveillance, harassment, threats 
of violence, and blasphemy allegations”, pointing 
to concerns of indirect data collection through the 
eFeaas system leading to greater surveillance.388 

From indirect data collected, such as IP addresses 

and other records of identity authentication, when 

and why a user uses their ID can be tracked, which 

could be used to track an individual’s location and 

activities.389 Collection of this kind of data has 

previously been ruled as a violation of user privacy 

in the Maldives “have increasingly become targets 

of surveillance, harassment, threats of violence, 

and blasphemy allegations”, pointing to concerns 

of indirect data collection through the eFaas 

system leading to greater surveillance.390 The 

indirect data collected, such as IP addresses and 

other records of identity authentication, can lead 

to concerns regarding violation of users’ privacy 

rights due to an increased risk of monitoring and 

surveillance.391 

International Commitments

As a party to the ICCPR, the Maldives is obligated 

to uphold the right to privacy, the right to 

be recognized before the law, the right to be 

registered at birth and to acquire a Nationality, 

as well as the right against discrimination on the 

basis of religion.392 

The requirement of using an eFaas account to register 
a birth excludes stateless persons from registering 
their children’s births393 and the denial of access 
to birth registration children born to non-Muslim 
parents or inter-faith parents394 in the Maldives can 
be shown to contradict the country’s obligation to 
uphold the right to birth registration, as well as its 
obligations under ICCPR and ICESCR.395 

Birth registration is also required in order to 

register for a Legal identity396, which further 

curtails the right to be recognized before the law.397 

This also contradicts the Maldives’ obligations as 

a party to the CRC, which also ensures the child’s 

right to birth registration and to an identity.398 The 

exclusion of children from access to Education as 

a result of not having a National ID card399 also 

curtails the child’s right to an Education under 

Article 28 of the CRC.400 

Designed to Include? The 
Impact of Digital ID and 
Legal Identity on Citizenship 
and Nationality Rights

Exclusion of stateless persons from access to 

services attached to the National ID has not 

been mitigated by the Maldives’ digital ID, eFaas, 

Photo : eFaas App

The exclusion of stateless persons and children 

born to non-Muslim and interfaith parents 

from access to birth registration is of particular 

concern.404 Without birth registration, a child can 

lack the documentation required to establish their 

identity and potential link to a State, which can 

create barriers for them acquiring citizenship.405 

As a result, this policy could be contributing to 

increasing statelessness and making it more 

difficult for stateless families to access their right 

to a Nationality. 
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but rather continued in an online format.401 The 

requirement of a National ID number in order 

to access a wide range of government services 

excludes stateless persons from including 

Education, public health care, marriage and 

divorce registration, passport issuance, loans, and 

social benefits such as financial support.402 With 

the eFaas digital ID system, the exclusion that 

stateless persons previously faced, still remains. 

Unable to create an eFaas account, stateless 

persons are excluded from accessing the OneGov 

government and public services portal, which 

excludes them from accessing birth and death 

registration, local residency registration, work 

permit services, business registration, among 

many others.403 
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Legal Identity

Citizenship certificates, issued at age 16, are the 

main form of Legal identity in Nepal and serve 

as proof of Nepali citizenship.406 Documents 

required to apply for a citizenship certificate 

include a birth certificate, citizenship application, 

the applicant’s parents’ citizenship certificates 

and marriage certificate, and certificates from 

the applicant’s school.407 First, the applicant must 

receive approval from their local Ward office 

to obtain a birth certificate, then a citizenship 

application is submitted to the Ward office which 

verifies the applicant is a resident.408 

Upon approval from the local Ward office, the 

applicant can then take their application to the 

federal government for processing.409 In this 

stage, the federal government has the authority to 

recheck information in the application and issue a 

decision on the application.410 If the application is 

denied, the applicant must then take their case to 

court.411 

The lack of a citizenship certificate leads to exclusion 
from a wide range of political, social, civil, and 
economic rights as the document is required to 
participate in many facets of public life as well as to 
obtain other identity documents.412

 Without a citizenship certificate, one cannot vote, 

open a bank account, own or transfer land, receive 

higher Education, acquire a drivers’ license, social 

benefits or government employment.413 Children 

are unable to enroll in the Education system 

without a citizenship certificate.414  During the 

COVID-19 pandemic, citizenship certificates 

were also required for accessing relief packages, 

leaving these groups more vulnerable to the 

impacts of the pandemic.415

Not having a citizenship certificate can even prevent 
birth registration of the affected person’s children, 
perpetuating the cycle of lack of documentation.416 
The birth registration rate in Nepal was reported at 
73% in 2022.417

Overview

Development of Nepal’s digital ID program, the 

National ID (NID) card, began in 2016 to provide a 

digital ID to all citizens of Nepal with cards being 

issued starting in 2018.418 As of mid-2024, unique 

NID numbers are now assigned at the time of 

birth registration,419 which are later printed on 

the individual’s physical card issued after reaching 

the age of 16.420 Upon registration, the individual’s 

fingerprint, iris scans, photograph and digital 

signature are recorded and stored.421 The data 

collection process has moved relatively quickly, 

with the data of 9 million citizens collected 

by September 2022422 and 14 million citizens, 

roughly “90% of the eligible population”, by June 

2024.423 Approximately three million NIDs have 

been printed to date.424

The NID has been intended as a functional ID with 

its core objective being digital Identification of all 

citizens.425 Once digitized, its function is to ensure 

interoperability for accessing public services such 

as land registration, transportation, and social 

security allowances; for accessing private services in 

commercial banks; and for official offline use where 

necessary.426 The NID card will eventually serve 

as a voter card and be linked with Nepal’s Election 

Commission database.427 For the government, its 

main function is to improve surveillance for public 

security and crime control, including regulations of 

immigration.428 
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DPI is relatively very weak in Nepal, ranking 

119 out of 193 on the UN’s e-Government 

Development Index.429 There have been reports 

that implementation of the NID has not been 

streamlined across all levels of government, with 

local ward offices still requiring paper-based 

citizenship certificates.430 The digitalization 

of government services was initiated by the 

Government of Nepal in collaboration with 

multiNational identity security services company, 

Idemia, as a part of Nepal’s eGovernance Master 

Plan (2015-2019).431 The process of formulating 

and implementing the NID was undertaken by 

the government with the support of a pilot with 

117,000 citizens in Panchthar and Singhadarbar 

from the Asian Development Bank.432 During 

the formulation of the digital policy, no third 

party consultation took place, neither with 

organizations working on digital rights nor with 

any experts on the political, economic, and social 

dimension of caste and gender discrimination.433

While the NID card is intended to be a fundamental 
document in the State’s ambition to develop an 
integrated digital identification system, it is not a 
citizenship certifying document.434 

One must provide a citizenship certificate in order 

to register for an NID.435 This means that the 

estimated 6.7 million people in Nepal who likely 

lack citizenship certificates436, as well as uncounted 

foreign citizens, refugees, and stateless people, 

are automatically excluded. Although registering 

for NIDs has been required for all Nepali citizens 

from the beginning, after the implementation of 

the NID and Civil Registration Act (2020),437 the 

government has made it mandatory to register for 

an NID card in order to acquire a passport.438

Despite facing public controversy, NID enrollment 

is mandatory in order to access a range of public 

services,439 including obtaining a passport.440 

As of January 2025, having a NID card was also 

required in order to open a bank account.441 In July 

2024, enrolling in the NID was made mandatory 

for accessing social security allowances, mobile 

SIM cards, and various public services such as 

health insurance.442 In August 2024, after a writ 

petition highlighting concerns that imposing 

the ID card requirement could result in many 

senior citizens being unable to access their social 

security allowances, the Supreme Court issued an 

interim order directing that the NID card not be 

made mandatory in order to access government 

services.443 However, by January 2025, the 

Supreme Court dismissed the writ petitions, 

solidifying NID enrollment as mandatory to access 

public services.444 

As a result of this policy, stateless persons, other non-
citizens, and those without access to the internet who 
are unable to register for the NID, are excluded from 
accessing the associate government services. 

For those enrolled in the NID system, their NID 

number as well as the digitalized version of their 

NID accessible through the Nagarik App can be 

used to access such services.445 However, there 

have been significant issues in the rollout of 

physical NID cards.446 Only just under 2 million of 

the printed NID cards have been distributed out of 

the almost 16 million cards that have been applied 

for.447 One issue is the slow production of the 

cards themselves, while another is the insufficient 

wages paid to workers distributing the cards.448 

Further, implementation has not matched the 

policies being set as despite directives to make 

the NID card mandatory, residents are still asked 

to provide their citizenship card for accessing 

public services such as health subsidies, land 

registration, or even opening a bank account.449

Laws

Domestic Law and Policy

The NID operates under the Legal framework of 

Nepal’s National ID and Civil Registration Act 

(2020)450 and the National ID and Civil Registration 

Regulations (2021).451 For the government, the 

digital identity is a “secured smart card that 

contains biometric and demographic information 

of a citizen”.452 The Constitution also mentions in 

Article 51, on State polices, that the country will 

pursue “developing an integrated National identity 

management information system, and manage it 

in an integrated way for all kinds of information 

and statistics relating to citizens, and integrate it 

to the services and facilities provided by the State 

and the National development planning”.453 

There are not any systematic mechanisms for filing 
digital ID-related complaints to resolve governance 
issues other than administrative. Individuals can fill a 
form if they find an error in their ID card. 

Out of 16.35 million enrolment by November 2024, 

while the government has distributed the NID 

to 1.65 million, the users have rejected 1,61,113 

cards citing an “error” in their information.454 

Once the error is registered while collecting the 

NID card or later, a request form can be submitted 

to make necessary changes. The complaints are 

usually reconfirmed by an operator and verified 

by a verifying officer.455

Data Protection

Article 28 of the Constitution of Nepal guarantees 

the right to privacy and protection of personal 

information.456 Additionally, the Individual 

Privacy Act (2018) and the Individual Privacy 

Regulation (2020) were enacted to give effect 

to the provisions related to privacy and data 

protection. The National ID and Civil Registration 

Act (2020) includes some provisions ensuring the 

protection of personal privacy.457

The rushed pace of developing the NID raised 

National security concerns in 2019, particularly 

that it was initiated without proper safeguards for 

storing personal data.458 Cyberlaw experts have 

identified that there is insufficient data protection 

in existing Legal frameworks in Nepal, including 

loopholes that curb obligations to data privacy, 

and concerns over the security and privacy of 

data tied to the NID system itself.459 Experts have 

recommended that the Nepali government set up 

a robust regulatory framework for the digital ID 

system.460 Routine auditing of IT security in the 

government’s data management system and public 

awareness campaigns for personal data security 

were also recommended.461 One barrier to proper 

security that Parliament members highlighted is 

the lack of financial and human resources such as 

staff in the IT department and skilled engineers to 

oversee the information systems.462 In an effort 

to address these security concerns, government 

officials hope that the integration of NID with the 

new Nagaraik app will enhance data security.463

International CommitmentsPhoto : Nepal_National_ID
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While Nepal is not party to any international or 

regional treaties pertaining to digital ID or data 

privacy and protection, it is a party to ICESCR, 

which enshrines the right to the highest standard 

of health in Article 12.464 Due to Nepal’s policies 

which require Nepali citizenship in order to enroll 

for an NID465 as well as require NID enrollment 

to access health insurance,466 Nepal may be 

contradicting its obligation under ICESCR. The 

requirement of citizenship in order to register 

for a SIM card467 may also be imposing on the 

right to information for stateless people in Nepal. 

The right to “receive and impart information 

and IDEAS through any media and regardless of 

frontiers” is protected under Article 19 of the 

UDHR.468 

Rather than serving as an opportunity to resolve 

some of the pre-existing exclusion on the basis of 

citizenship,471 Nepal’s NID system made the already 

existing exclusion digital. As it was mentioned in Article 

51 of the country has long planned to develop a digital 

ID system for citizens and “integrate it to services 

and facilities provided by the State”.472 The Nepal 

government needs a massive policy shift from the 

current mandatory rush for mass digital Identification 

without any services towards more contextual models 

based on the principles of right to a Nationality for 

all and inclusive development, including human                                       

rights   protection. 

Photo : bizmandu.com

Designed to Include? The 
Impact of Digital ID and 
Legal Identity on Citizenship 
and Nationality Rights

Residents without citizenship cards, foreign 

residents, immigrants, refugees, and asylum 

seekers are automatically excluded from 

enrollment in Nepal’s NID card.469 The current 

Legal and policy framework around digital ID in the 

country is not designed to resolve issues around 

citizenship and inclusion. The government has not 

undertaken any special measures for vulnerable 

and isolated communities such as persons with 

disabilities, minorities, the elderly, and stateless 

individuals to ensure access to the digital ID 

either through specific mobile programmes 

or free Legal aid. As part of the regular policy 

framework, However, there are provisions 

that recognize specific physical challenges of 

persons with disabilities. But in practice, persons 

with disabilities have experienced instances of 

administrative discrimination.470
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Legal Identity 

The main document proving Legal identity in 

Pakistan is the Computerized National Identity 

Card (CNIC), issued by the National Database 

and Registration Authority (NADRA), which is 

mandatory for citizens aged 18 years and older.473 

Children under 18 years of age are issued a B-form 

(also known as Child Registration Certificate), 

which is the main form of Legal identity for 

children below the age of 18.474 In order to apply 

for a B-form, one must provide a birth certificate 

and the CNIC of at least one parent.475 To apply for 

a CNIC, one must present themselves in person 

at a NADRA office, provide the CNIC of a parent 

or close relative, and a Computerized Identity 

Card Form.476 If the applicant’s parent or close 

relative is not present with them at the time of 

application, the applicant will need to provide an 

additional form of Identification, which may be a 

CRC, matriculation certificate, local certificate, or 

passport.477 If the applicant is not able to provide 

one of these secondary Identification documents, 

they must undergo a vetting process with a case 

manager.478 

The CNIC provides an individual with a 13-digit 
unique identification number.479 The CNIC both 
proves and constitutes Pakistani citizenship, as 
it serves as official recognition of an individual’s 
citizenship status.480 

Overview

Pakistan has a Digital ID system managed by the 

National Database and Registration Authority 

(NADRA). The primary component of this system 

is the Computerized National Identity Card 

(CNIC), which is digitally encoded with biometric 

data, including fingerprints and photographs. 

NADRA has integrated advanced technology into 

the ID system, allowing for digital verification of 

personal identity through its National Database.

Pakistan’s digital ID, launched in March 2025, is 
a ‘dematerialized digital identity card’, meaning 
physical national ID cards will become obsolete.481 

The digital ID system serves as the main backbone 

for the ongoing development of Pakistan’s 

DPI.482 The system allows citizens to store their 

Identification documents on their smartphones 

through the Pak ID mobile app and involves 

collection of biometric data, including an iris scan, 

fingerprints, and a high-resolution photograph 

for facial recognition.483 With Pakistan’s new 

‘all-in-one’ digital ID kit, this biometric data is 

collected by “a single portable unit” to streamline 

the enrollment process.484 The kit is also equipped 

with GPS technology and mobile internet 

connection, packed inside a heavy duty case that 

protects the kit in inclement weather when in 

rural areas.485  NADRA has maintained that it 

has provided centralized digital IDs486 (CNICs) to 

approximately 96% of the population to around 

120 million adults.487

The National Digital Commission (NDC) oversees 

the creation of this comprehensive digital identity 

system, with NADRA maintaining the biometric 

database of all individuals.488 The Initiative draws 

inspiration from successful digital models in other 

countries, such as India’s Aadhaar system, the 

UAE and Estonia.489 

CNIC not just proves identity, but is also used to verify 

citizenship of individuals.490 The digital ID of Pakistan 

uses kinship and places individuals within a family tree 

to constitute registration.491 While not mandatory 

in law, CNIC is de facto mandatory in Pakistan. This 

is because an individual without a CNIC in Pakistan 

is ineligible to access public services which include 

banking transactions, casting their vote, obtaining a 

passport, driving license, train tickets, etc.492 

Sources claim that marginalised populations like 

transgender persons, women, migrant workers, 

undocumented persons (including stateless 

populations) are excluded from the CNIC.493 It has 

been noted that the exclusion faced by 

communities such as the Bihari community, 

Bengali-origin residents, and other long-term 

migrants  due to lack of documentation have been 

due to various factors, including design 

limitations.494 These include the mandatory 

requirement of associating each ID card to the 

father/husband, an absence of which would raise 

significant barriers for women, transgender and 

other non-binary persons, children, including 

foundlings outside of institutional care, to access 

CNICs.495 Furthermore, there is a strong linkage 

between CNIC and citizenship, with the 

government blocking IDs, without due process, 

leaving those individuals without access to their 

fundamental rights.496 The reasons to block IDs 

could include a question on the individual’s 

citizenship status or a suspicion of the status of an 

individual in the family tree.497 The unblocking of 

CNIC involves undertaking a re-verification 

process which has been shown to span as long as 

five years in some cases.498 

An accompanying digital verification system is 

planned to be launched in August 2025 as a part of 

Pakistan’s Digital Economy Enhancement Project 

(DEEP), supported by the World Bank, which aims 

to bolster coordination of digital services across 

the country.499 The World Bank has supported 

the project with $78 million in funding for 

development and reforms of Legal frameworks, 

technical and advisory assistance.500 Civil society 

and digital rights advocates were notably not 

included in meaningful consultations during 

the planning and design of Pakistan’s digital ID            

system.501

Stateless persons are not eligible to access CNICs,502 
However, until recently, they were eligible to 
receive other forms of identification, such the Alien 
Registration Card (ARC). 

Yet, the ARC card and other forms of biometric 

identities do not grant the same privileges as the 

CNIC. Specifically, the ARC Card grants holders 

with the following - permission to stay in Pakistan, 

ability to work in the Private Sector if they have 

NARA cards and a work permit, a bank account, 

intercity travel in non-restricted areas, driving 

license, and exemption from the Foreigner Act 

1946.503 

To increase access to registration for those in 

rural areas, where it is difficult to access NADRA 

Photo : Hope Worldwide Pakistan
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registration centers, NADRA utilizes hundreds of 

Mobile Registration Vans which collect biometric 

data and register individuals locally.504 NADRA has 

also developed ‘Rugged Enrollment Kits’, which 

are portable devices that are designed to support 

enrollment in rural and hard to reach areas.505

 The framework for Digital ID in Pakistan, 

particularly with the CNIC and the ongoing 

digitisation Initiatives, has been primarily 

formulated and implemented by the NADRA. 

NADRA is also supported by NADRA Technologies 

Limited (NTL), a private, for-profit arm of the 

public government entity.506 NTL has exported 

some of Pakistan’s digital ID technologies to other 

countries, including Sudan and Turkey.507 NTL has 

also been involved in renovating Election systems, 

such as Fiji’s Election management system.508 

The public arm of NADRA has also collaborated 
with other governments to implement digital ID 
technologies in other countries, such as sending 300 
Rugged Enrollment Kits to Somalia in support of 
their digital ID system rollout as well as assisting the 
country in setting up their digital ID system.509  

Laws

Domestic Law and Policy

The Legal frameworks for development of 

Pakistan’s DPI development, including the 

country’s digital ID system were established in 

January 2025, two months before the launch of 

the new digital ID system.510 The Digital Nation 

Pakistan Act (2025), enacted in January 2025, 

is the main Legal framework “to provide for the 

transformation of Pakistan into a digital nation, 

enabling a digital society, digital economy, and 

digital Governance”.511 The Act covers Pakistan’s 

broader establishment of DPI, including 

establishment of a digital ID system for all citizens, 

and assigns entities responsible for planning and 

implementing different aspects.512

Pakistan’s DPI is regulated by three government 

bodies, the Pakistan Digital Authority (PDA), 

the National Digital Commission (NDC), and 

the Strategic Oversight Committee (SOC), as 

stipulated by the Digital Nation Pakistan Act 

(2025).513 The Pakistan Digital Authority (PDA) is 

the government entity responsible for developing, 

implementing and monitoring the National Digital 

Masterplan, which is described as a “cohesive 

framework for digital transformation”.514 The 

National Digital Commission (NDC) is assigned as 

the entity responsible for approving the National 

Digital Masterplan, providing strategic direction, 

and coordinating different government bodies 

“to ensure a unified and collaborative approach 

to digital transformation across all levels of 

government”.515 Finally, the Strategic Oversight 

Committee (SOC) is responsible for monitoring 

and evaluating the performance of the PDA, 

including through independent performance and 

financial management reviews, review of reports 

and information, and an annual performance 

report.516 

The Act defines digital identity as “Legal, 
secureverifiable credentials issued to an eligible 
individual, enabling access to digital services, 
transactions, and interactions which shall be 
developed, issued and managed by National Database 
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and Registration Authority under the National 
Database and Registration Authority Ordinance, 
2000. 

For Legal entities, it shall be based on data 

maintained by the Securities and Exchange 

Commission of Pakistan or other relevant Federal 

or Provincial Government entities”.517 Several 

new rules have been implemented in 2025 with 

relation to the ID Card, which involve collection 

of biometric data of all applicants between the 

age of 10 and 18 as well as compulsory birth 

registration of children to gain access to the Child 

Registration Certificate.518 NADRA provides a 

formal grievance redressal mechanism, allowing 

individuals to file appeals in case of blocked, 

rejected, or misused ID data. Citizens can lodge 

complaints via the NADRA website or physically 

at registration centers.519

Data Protection

Pakistan does not currently have a comprehensive 

data protection law and the bill is still pending 

legislative approval as of July 2025.520 The Digital 

Nation Pakistan Act notably does not establish 

data protection principles.521 There is also no 

independent oversight established through the 

Act.522 Under Article 23 of the Act, it is stated 

that officials of the regulating bodies (PDA, NDC, 

and SOC) cannot be sued or taken to court for 

anything they have done as a part of their job as 

long as they acted in good faith.523 Article 29 also 

states that “no decision or action taken under 

this Act or rule or regulations made thereunder 

shall be questioned by any agency or challenged 

in any court or tribunal, nor shall any injunction 

be granted against such decisions or actions”.524 

These provisions are concerning, considering that 

they remove any means of public accountability 

over the authorities responsible for Pakistan’s 

DPI.525 

International organisations like Amnesty 

International have recommended that Pakistan 

“establish a public accountability and transparency 

mechanism” to ensure vetting and regulation of 

the three governing bodies.526

While there are no privacy safeguards in regards 

to digital ID in particular, the Constitution of 

Pakistan, through Article 14, guarantees and 

recognises the right to privacy as a fundamental 

right.527 However, due to a lack of data protection 

legislation or privacy law, the security of the data 

of citizens stored and processed is questionable.528 

There are also concerns identified with data 

breaches that are stored with NADRA, where 

2.7 million individuals’ data was found to be 

compromised between 2019 to 2023.529 This 

centralised system for Governance purposes 

raises concerns of surveillance without adequate 

privacy safeguards and sources caution on the 

new bill that gives the judiciary limited powers 

with unfettered powers to the executive.530 

Another striking example of how gaps in Legal 

protections and lack of accountability have 

enabled problematic digital ID developments 

in Pakistan is described in the report ‘Paving a 

Digital Road to Hell?’, which shows that leaked 

documents indicated that surveillance technology 

provided by the United States was exchanged in 

return for expanded access to Pakistani identity 

data through re‑registration Initiatives in the 

National ID system.531 

International Commitments

Pakistan is not a signatory to any binding 

international treaty solely focused on digital ID, 

but it participates in forums like the ID4D Initiative 

by the World Bank and the Digital Cooperation 

Organization (DCO).532 

By excluding undocumented and stateless persons 
from ID cards and public services, Pakistan risks 
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violating obligations under Articles 2, 9, and 12 
of ICESCR, Articles 17 and 26 of ICCPR, and non-
discrimination clauses in CEDAW and CERD.

Designed to Include? The 
Impact of Digital ID and 
Legal Identity on Citizenship 
and Nationality Rights

There is a clear and consequential link between 

exclusion and the implementation of Pakistan’s 

CNIC system, which is issued exclusively to 

citizens and is required to access nearly all public 

and private services, including voting, banking, 

healthcare, welfare, and even to obtain SIM 

Cards, making CNIC a de facto requirement for 

participation in civic life.533 Moreover, the digital 

identity system is built on a kinship-based model, 

where citizenship must be verified through 

family ties. This structure systematically excludes 

individuals who cannot meet these criteria such 

as women and children in cases of divorce, single 

parenthood, or when a male guardian is absent, 

as well as for foundlings outside of institutional 

care534, leaving them in Legal and bureaucratic 

limbo.535

Notably, despite the government’s Initiative to 

provide Alien Registration Cards to undocumented 

ethnic Bengalis with an aim to register them and 

provide them, the measures failed to improve 

their quality of life. NFA’s country stakeholder 

in Pakistan shared the refugees and those that 

were provided with the ARC were only allowed 

work in the private sector, which often resulted in 

exploitation due to a lack of labor regulations. 

There were no minimum wage standards, forcing 
those who are stateless and other refugees to work 
overtime, in unsanitary and deplorable conditions.536 

In Machar Colony, Karachi, most women and 

children without access to citizenship have been 

forced to enter the private job sector, peeling 

shrimp for more than 10 hours a day without 

gloves, tools, or machines.537  

In Pakistan’s drive to inclusion of its digital ID 

system, it is yet to address the challenges it faces 

due to a lack of digital literacy and internet access 

for many marginalised groups, especially in remote 

or underserved areas.538 Furthermore, in terms of 

inclusion concerns and complaint mechanisms in 

relation to digital ID systems, there are notable 

limitations when it comes to marginalised and 

vulnerable populations. The process can be 

difficult for those who face unique challenges, 

such as stateless individuals, refugees, and others 

without formal proof of citizenship. Stateless 

individuals, for example, may find it difficult 

to navigate the complaint system due to their 

inability to provide the required documentation 

or citizenship proof, as provided for by the NFA 

stakeholder in Pakistan. 

For those who have had their CNICs suspended or 
blocked due to suspicion of being an ‘alien’, the system 
may not always provide a swift or fair resolution.539 
Although appeal processes are in place, these often 
remain inaccessible for vulnerable populations who 
may lack the resources and the requisite support 
needed to navigate these bureaucratic processes. 

It is important to note that in the 2025 CRVS 

Ministerial Conference, “Pakistan reaffirmed 
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its commitment to ensuring that every citizen 

is counted and every life event is recorded”.540 

However, to ensure true inclusion in their 

database and to ensure that the implementation 

of their domestic laws are in line with their 

international commitments, the universal 

inclusion of individuals in the CRVS database 

needs to be undertaken irrespective of their 

citizenship status.

Amnesty International has recommended that 

Pakistan revise its Digital Nation Pakistan Act 

to ensure non-digital means to access essential 

services as the absence of this safeguard can 

further marginalize people and communities 

who already face marginalization.541 Conducting 

human rights impact and data protection 

assessments of the digital ID system prior to 

rollout was also recommended.542 Further, the 

PDA should consistently monitor human rights 

and data protection developments, including 

by establishing a mechanism for meaningful 

participation of human rights advocates.543

Amnesty International also noted in its 

recommendations to Pakistan that there are not 

enough protections against use of data for surveillance 

in current legislation.544 The lack of privacy safeguards 

and laws combined with the lack of digital literacy, 

basic internet access,545 and data breaches, lead to 

excluding millions of individuals from accessing basic 

services in Pakistan.546 
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Sri Lanka

Legal Identity

Sri Lanka’s National Identity card (NIC) is the 

main form of Legal identity in the country.547 It 

is compulsory for citizens aged 15 and above 

under the Registration of Persons (Amendment) 

Act (2016).548 To apply for an NIC, an individual 

must provide citizenship – through a citizenship 

certificate – and typically provide a birth 

certificate, though other documents certifying the 

person’s name and date of birth may be used for 

the application.549 The requirement of possessing 

a citizenship certificate to obtain an NIC excludes 

stateless persons from access to a Legal identity.550

While birth registration does not constitute 

citizenship by itself, it is an important first step 

in establishing Legal identity. Sri Lanka has a 

high birth registration rate of 97%.551  To register 

a birth, details of both the mother and father 

are required, including the NIC of at least one 

parent.552 This excludes children whose parents 

are stateless or lack NICs, placing them at risk 

of being unable to access basic rights such as 

Education, as birth certificates are required for 

enrolment to schools.553  

The NIC is widely used, though not universal, with 

95% of men and 90% of women in possession of 

the NIC Legal identity.554 Women are not only 

less likely to obtain an NIC but also face barriers 

to using their NIC due to cultural norms.555 A 

2017 World Bank report found that women are 

less likely “to use their NIC to apply for a  mobile 

SIM” card in particular.556 Besides the gender gap 

in access to the NIC, tea estate workers and war 

widows are also less likely to obtain an NIC.557 War 

widows, as a result of displacement, often have 

lost their identity documentation.558 Geographic 

barriers, lack of access to technology and low 

e-NICs have already begun being issued to those who 

are applying for an NIC for the first time or renewing 

their NIC.566 Both the e-NIC and SL-UDIs are currently 

intended for use by citizens, excluding stateless 

persons.567 The e-NIC is primarily a foundational 

identity system with the government working to 

integrate it into other forms of functional identities, 

such as integration with passports and drivers 

licence.568 A wide range of public and private services 

are linked to the NIC, including applying for a SIM 

card, Education, voter registration, paying taxes, social 

security, and pensions.569 Sri Lanka’s e-NIC system is 

mandatory.570 Failure to register can result in a 5,000 

rupee fine.571

literacy rates, particularly among women, have 

also prevented universal access to the NIC.559  

Overview

Sri Lanka’s digital ID system, established in 

2012, is a digital version of the NIC, termed the 

e-NIC.560 The e-NIC stores an individual’s family 

information, biodata, biometric data, including 

facial, iris, and fingerprint data, and photographs 

of the individual.561 

In 2022, in support of the e-NIC development, 

Sri Lanka began a pilot for the Sri Lanka Unique 

Digital ID (SL-UDI)  which aims to assign every 

citizen a National Unique Digital Identifier. 

This foundational identity system is designed 

to eliminate duplication in identity records 

across government departments and ensure 

data accuracy and efficiency in government 

operations.562 The SL-UDI system is planned to be 

launched in 2026.563 In the pilot phase, citizens’ 

participation in the system is voluntary.564 

In December 2023, the Sri Lankan government 
launched the country’s first digital birth certificate, 
which assigns each newborn a unique ID number, that 
will later become their National ID Card number, as 
part of the digital identity transformation.565 

SRI LANKA
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Laws

Domestic Law and Policy

Sri Lanka’s civil registration is regulated by the 

Births and Deaths Registration Act (1954).572 The 

Registration of Persons (Amendment) Act (2016), 

mandates that all citizens 15 years of age and 

older must register for an NIC.573 This amended 

Act also provides that biometrics, including the 

applicant’s fingerprint will be taken.574 Under the 

Act, there is an avenue for addressing grievances 

related to applications of registration through the 

Registration of Persons Tribunal.575 There is yet 

to be legislation made specifically for the e-NIC 

system. There is no definition of the NIC or e-NIC 

provided by Sri Lanka’s legislation. 

With support from the World Bank and Asian 
Development Bank, Sri Lanka’s digital ID system was 
modeled in collaboration with Indian companies and 
its Unique ID card project has been funded by India 
since early 2022.576 

This raises concerns for data sovereignty 

and security.577 Sri Lanka’s State Technology 

Minister Kanaka Herath has “emphasized the 

need to address data security issues and obtain 

authorization from the Public Security Ministry 

before proceeding with the [SL-UID] project”.578 

The India-funded project is yet to be cleared by the 

Public Security Ministry for full implementation.579 

When an MOU was signed between Sri Lanka and 

India solidifying this collaboration in 2022, an 

opposition lawmaker, Harin Fernando, warned 

that India’s support in the development of SL-

UID “could allow the country access to the data 

of Sri Lankans”.580 MOSIP, a non-profit inspired by 

the Aadhaar system and with core advisors who 

are “some of the original architects of Aadhaar”, 

also partnered with Sri Lanka in the development 

of its digital ID system.581 

Moving to a system similar to Aadhaar would raise 
potential concerns for centralized data storage, and 
could also lead to “third-party access, authentication 
records, and real-time surveillance”.582 

Data Protection

Sri Lanka’s Personal Data Protection Act (2022) 

stipulates the lawful collection and use of personal 

data, including the rights of data subjects in line 

with international standards of data protection.583 

It mandates the responsibility of data ‘controllers’, 

stipulating that “every controller should ensure 

that personal data is processed for a specified, 

Photo : Department for Registration of Persons Website

explicit, and legitimate purposes” only.584 It is 

unclear whether the National Register of Citizens, 

responsible for operating the e-NIC system, is 

considered to be ‘data controllers’ under this 

Act.585 Part II of the Act, states that data subjects 

shall have the right to access their personal data 

and the right to withdraw their consent for data 

processing as well as request their personal data 

be erased, except in cases of National security, 

public order, investigations, criminal procedures, 

among others.586 

Conditions for lawful processing of personal data 
include consent from the data subject unless the 
processing is carried out in public interest, including 
for health purposes or if “processing of personal data 
is necessary by official authorities for achieving the 
purposes or objects laid down by law”.587 

The Act also includes the information required to 

be provided to data subjects upon personal data 

collection in order to gain informed consent of the 

potential uses of their data.588 Data controllers are 

also mandated under the Act to ensure “integrity 

and confidentiality of personal data” collected, 

including through encryption, pseudonymisation, 

anonymisation, access controls, among other 

methods.589

Under the Personal Data Protection Act (2022), 

controllers are required to undertake data 

protection impact assessments, which may entail 

consulting with the data protection authority 

who must “ensure compliance by entities with 

the law, conduct inquiries, hear grievances and 

appeals, and issue directives on entities which 

do not adhere to the provisions of the proposed 

law”.590 The Act also mandates controllers to 

notify authorities and/or data subjects of data 

breaches.591

There is some contradiction between the Personal 
Data Protection Act and the Registration of Persons 
(Amendment) Act, with the latter being an “invasive 
model of data collection and processing” while the 

former aligns with international standards.592 

Further, there are concerns that “an all-

encompassing mandatory digital identity system 

has the potential to turn into a mass surveillance 

system of the populace by the State” as a result 

of it being mandatory and “all-encompassing”.593 

The Registration of Persons (Amendment) Act 

(2016) provides that data collection and storage 

be overseen by the executive government, which 

could allow for the addition of new categories of 

data collection “without undergoing the legislative 

process”.594

International Commitments

ICESCR, ICERD, and CRC, all of which Sri Lanka 

is a party to, protect an individual’s right to 

an Education under Article 13, Article 28, and 

Article 5 respectively.595 However, Sri Lanka 

has contradicted these obligations through 

administrative barriers which exclude the 

children of stateless parents from access to 

birth registration, which is required in order to 

attend school.596 Further, the requirement of an 

NIC in order to vote disproportionately excludes 

women, war widows and tea estate workers597, 

contradicting the right to vote under Article 25(b) 

of the ICCPR.598 

The inability of stateless persons and others 

without access to the NIC to receive a SIM 

card599 also contradicts Article 19 of the ICCPR, 

which protects the right to “receive and impart 

information and IDEAS of all kinds”.600
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Wider inclusion in the e-NIC system could be achieved 

by allowing optional enrollment in the system and 

ensuring it can “accommodate multiple registration 

methods beyond NIC or birth certificates”.603 This would 

fulfill Sri Lanka’s commitments to the international 

obligations under international treaty bodies it is 

a party to. Further, the collection of biometric data 

should not be mandatory or have Legal implications, 

but should allow for consent of the data subject.604 

ICCPR, which protects the right to “receive and impart 

information and IDEAS of all kinds”.

Designed to Include? The 
Impact of Digital ID and 
Legal Identity on Citizenship 
and Nationality Rights

While the e-NIC system has not been fully 

implemented, the exclusion of stateless persons 

means that when the system is implemented, 

stateless people will be excluded from the services 

intended to be linked to it, including drivers’ 

licenses, passports, pensions, banking, public 

welfare, insurance, employment opportunities, 

and more.601 Sri Lanka’s Legal identity and digital 

ID systems have not contributed to or reduced 

statelessness in the country, However, exclusion 

of stateless people from access to the NIC barres 

them from the services currently attached to it, 

such as obtaining a SIM card, Education, income 

taxes, social security, and pensions.602 
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